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1 INTRODUCTION

This document is the KPN Certification Practice Statement (“CPS”). It describes the practices that
KPN Certification Authorities (‘KPN CAs”) employ in providing certification services that include, but
are not limited to, issuing, managing, revoking and renewing certificates in accordance with the
specific requirements of the DigiCert Certificate Policies (“CP”).

The CP is the principal statement governing the DigiCert Public PKI (DPP). The CP establishes the
business, legal, and technical requirements for approving, issuing, managing, using, revoking, and
renewing, digital Certificates within the DPP and providing associated trust services. These
requirements, called the “DPP Standards”, protect the security and integrity of the DPP, apply to all
DPP Participants, and thereby provide assurances of uniform trust throughout the DPP. More
information concerning the DPP and DPP Standards is available in the CP.

DigiCert and each Affiliate have authority over a portion of the DPP. The portion of the DPP controlled
by DigiCert or an Affiliate is called its Subdomain of the DPP. An Affiliate’s Subdomain includes
entities subordinate to it such as its Customers, Subscribers, and Relying Parties (collectively called
the Affiliate’s Subdomain Participants). KPN, DigiCert and each of the Affiliates have a CPS that
governs its Subdomain within the DPP.

The structure of this CPS generally corresponds to the ‘Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework’ known as the RFC 3647 Standard of the
Internet Engineering Task Force (see http://www.ietf.org for more information.)

KPN operates as Certification Service Provider (“CSP”) within the DPP, for both KPN Customers and
former KPN Customers. The name KPN is used throughout this document and refers to KPN as CSP
in general. Where KPN CAs, KPN CRL and KPN Certificates are explicitly mentioned, the former KPN
CAs, CRLs and Certificates are also referred to. It does not refer to other services offered by KPN.
KPN B.V. is explicitly mentioned whenever it is referred to.

This CPS describes the practices used to comply with the current versions of the following policies,
guidelines, and requirements:

Name of Policy/Guideline/Requirement Location of Source Document/Language
Standard

DigiCert Certificate Policy version 5.0 https://www.digicert.com/legal-repository/
DigiCert Certificate Practice Statement 5.0 https://www.digicert.com/legal-repository/

X.509 Certificate Policy for the Federal Bridge https://www.idmanagement.gov/topics/fpki/
Certification Authority (FBCA)
the Certification Authority / Browser Forum https://cabforum.org/baseline-requirements-
(“CAB Forum”) Baseline Requirements for the document/

Issuance and Management of Publicly-Trusted
Certificates (“Baseline Requirements”)

Mozilla Root Store Policy https://www.mozilla.org/en-
US/about/governance/policies/security-
group/certs/policy/
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1.1.1

Kpn

Overview

Target Group and Guidelines

This CPS’s primary target group consists of:

1.1.2

Subscribers,
Subjects (if applicable),
Relying Parties.

CPS Purpose

KPN currently offers only Class 2 Certificates, see Appendix 1. This CPS describes how KPN meets
the relevant CP and EDP requirements within its Subdomain. Thus, the CPS, as a single document,
covers practices and procedures concerning the issuance and management of the mentioned
Certificate Classes. Private CAs and hierarchies managed by KPN are outside the scope of this CPS.

This CPS describes, among other things:

Obligations of Certification Authorities, Registration Authorities, Subscribers, and Relying
Parties within KPN’s Subdomain of the DPP,

Legal matters that are covered in Subscriber Agreements and Relying Party Agreements
within KPN’s Subdomain,

Audit and related security and practices reviews that KPN and KPN Subdomain Participants
undertake,

Methods used within KPN’s Subdomain to confirm the identity of Certificate Applicants for
each Class of Certificate,

Operational procedures for Certificate lifecycle services undertaken in KPN’s Subdomain:
Certificate Applications, issuance, acceptance, revocation, and renewal,

Operational security procedures for audit logging, records retention, and disaster recovery
used within KPN’s Subdomain,

Physical, personnel, key management, and logical security practices of KPN Subdomain
Participants,

Certificate and Certificate Revocation List content within KPN’s Subdomain, and
Administration of the CPS, including methods of amending it.

The CPS is only one of a set of documents relevant to KPN’s Subdomain of the DPP. These other
documents include:

Ancillary security and operational documents that supplement the CP and this CPS by

providing more detailed requirements, such as:

- The KPN and DigiCert Security Policies, which sets forth security principles governing the
DPP infrastructure,

- The DigiCert Security and Audit Requirements Guide, which describes detailed
requirements for KPN concerning personnel, physical, telecommunications, logical, and
cryptographic key management security,

- The DigiCert Enterprise Security Guide, which describes detailed requirements for
Managed PKI Customers concerning personnel, physical, telecommunications, logical,
and cryptographic key management security, and

- DigiCert Key Ceremony Reference Guide, which presents detailed key management
operational requirements.

Ancillary agreements imposed by KPN, such as the KPN Master Services Agreement and the

KPN Relying Party and Subscriber agreements. These agreements would bind Customers,

Subscribers, and Relying Parties of KPN. Among other things, the agreements flow down

DPP Standards to these DPP Participants and, in some cases, state specific practices for

how they must meet DPP Standards.

©KPN B.V.
Certification Practice
Statement
March 31, 2020
10/66



Kpn

In many instances, the CPS refers to these ancillary documents for specific, detailed practices
implementing DPP Standards where including the specifics in the CPS could compromise the security
of KPN’s Subdomain of the DPP.

1.1.3 CP/CPS Relationship

While the CP and EDP set forth requirements that DPP Participants must meet, this CPS describes
how KPN meets these requirements within KPN’s Subdomain of the DPP. More specifically, this CPS
describes the practices that KPN employs for:
e securely managing the core infrastructure that supports the DPP, and
issuing, managing, revoking, and renewing DPP Certificates within KPN’s Subdomain of the
DPP, in accordance with the requirements of the CP/EDP and the DPP Standards.’

1.1.4 Status

This CPS goes into effect the day it is published (see date on title page) and remains valid as long as
the KPN service continues or until the CPS is replaced by a newer version (in which case the version
number is to be increased by 1 in the case of major changes or by 0.1 in the case of minor changes of
an editorial nature).

1.2 Document Name and Identification

The formal name of this document is: ‘KPN Certification Practice Statement’ but it may also be
referred to as ‘KPN CPS’ or simply ‘CPS’ in the course of this document. Wherever this acronym is
used, this document is referred to.

1.3 PKI Participants

The DPP community of users consists of Certification Authorities, Registration Authorities,
Subscribers and Relying Parties.

1.3.1 Certification Authorities

The term Certification Authority (CA) is an umbrella term that refers to all entities authorized to issue
public key certificates within the DPP. The CA term encompasses a subcategory of issuers called
Primary Certification Authorities (PCA). PCAs act as roots of four domains, one for each class of
Certificate. Each PCA is a DigiCert entity. Subordinate to the PCAs are Certification Authorities that
issue Certificates to end-user Subscribers or other CAs.

KPN enterprise customers may operate their own CAs as subordinate CAs to a KPN CA. Such a
customer enters into a contractual relationship with KPN to abide by all the requirements of the DPP
CP and the KPN CPS. These subordinate CAs may, however implement more restrictive practices
based on their internal requirements.

1 Although DigiCert CAs certify the DPP CAs of Affiliates, the practices relating to an Affiliate are covered in
the Affiliate’s CPS
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1.3.2 Registration Authorities and Other Delegated Third Parties

A Registration Authority is an entity that performs identification and authentication of certificate
applicants for end-user certificates and initiates or passes along revocation requests for certificates for
end-user certificates on behalf of a CA. KPN may act as an RA for certificates it issues. Third parties,
who enter into a contractual relationship with KPN, may operate their own RA and authorize the
issuance of certificates by a KPN CA. Third party RAs must abide by all the requirements of the DPP
CP, the KPN CPS and the terms of their enterprise services agreement with KPN. RAs may, however
implement more restrictive practices based on their internal requirements.?

1.3.3 Subscribers

Subscribers under the DPP include all end users (including entities) of certificates issued by a DPP
CA. A subscriber is the entity named as the end-user Subscriber of a certificate. End-user Subscribers
may be individuals, organizations, or infrastructure components such as firewalls, routers, trusted
servers or other devices used to secure communications within an Organization. In some cases
certificates are issued directly to individuals or entities for their own use. However, there commonly
exist other situations where the party requiring a certificate is different from the subject to whom the
credential applies. For example, an organization may require certificates for its employees to allow
them to represent the organization in electronic transactions/business. In such situations the entity
subscribing for the issuance of certificates (i.e. paying for them, either through subscription to a
specific service, or as the issuer itself) is different from the entity which is the subject of the certificate
(generally, the holder of the credential). Two different terms are used in this CPS to distinguish
between these two roles: “Subscriber”, is the entity which contracts with DigiCert for the issuance of
credentials and; “Subject’, is the person to whom the credential is bound. The Subscriber bears
ultimate responsibility for the use of the credential but the Subject is the individual that is
authenticated when the credential is presented. When 'subject’ is used, it is to indicate a distinction
from the Subscriber. When “Subscriber” is used it may mean just the Subscriber as a distinct entity
but it may also include the Subject. The context of its use in this CPS will invoke the correct
understanding.

CAs are technically also subscribers of certificates within the DPP, either as a PCA issuing a self
signed Certificate to itself, or as a CA issued a Certificate by a superior CA. References to “end
entities” and “subscribers” in this CPS, however, apply only to end-user Subscribers.

1.3.4 Relying Parties

A Relying Party is an individual or entity that acts in reliance on a certificate and/or a digital signature
issued under the DPP. A Relying party may, or may not also be a Subscriber within the DPP.

1.3.5 Other Participants

No stipulation.

14 Certificate Usage

Certificates issued by KPN are issued in accordance with the requirements of the DPP CP.

2 An example of a third party RA is a Managed PKI services customer.
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1.4.1 Appropriate Certificate Uses
1.4.11 Certificates Issued to Individuals

Individual Certificates are normally used by individuals to sign and encrypt e-mail and to authenticate
to applications (client authentication). While the most common usages for individual certificates are
included in Table 1 below, an individual certificate may be used for other purposes, provided that a
Relying Party is able to reasonably rely on that certificate and the usage is not otherwise prohibited by
law, by the DPP CP, by any CPS under which the certificate has been issued and any agreements
with Subscribers.

Certificate Assurance Level Usage
Class
Medium High Signing Encryption Client
assurance assurance Authentication
Class 2 X X X X

Table 1. Individual Certificate Usage
1.4.1.2 Assurance levels

Medium assurance certificates are certificates that are suitable for securing some inter- and intra-
organizational, commercial, and personal e-mail, requiring a medium level of assurances of the
Subscriber identity.

1.4.2 Prohibited Certificate Uses

Certificates shall be used only to the extent the use is consistent with applicable law, and in particular
shall be used only to the extent permitted by applicable export or import laws. KPN Certificates are
not designed, intended, or authorized for use or resale as control equipment in hazardous
circumstances or for uses requiring fail-safe performance such as the operation of nuclear facilities,
aircraft navigation or communication systems, air traffic control systems, or weapons control systems,
where failure could lead directly to death, personal injury, or severe environmental damage. CA
Certificates may not be used for any functions except CA functions. In addition, end-user Subscriber
Certificates shall not be used as CA Certificates.

KPN periodically re-keys Intermediate CAs. Third party applications or platforms that have an
Intermediate CA embedded as a root certificate may not operate as designed after the Intermediate
CA has been re-keyed. KPN therefore does not warrant the use of Intermediate CAs as root
certificates and recommends that Intermediate CAs not be embedded into applications and/or
platforms as root certificates.

1.5 CPS Administration
1.5.1 Organization Administering the Document
The KPN CPS is managed by a dedicated Policy Management Authority (PMA)

1.5.2 Contact Person

Information regarding this CPS and comments can be directed to:
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KPN Security

Attn. Policy Management Authority
PO Box 9105

7300 HN Apeldoorn
pkio.servicedesk@kpn.com

To notify KPN of a service outage or report a suspected private key compromise, certificate misuse,
or other types of fraud, compromise, misuse, inappropriate conduct, or any other matter related to
certificates, please contact: pkio.servicedesk@kpn.com

1.5.3 Person Determining CPS Suitability for the Policy

The determination of the suitability of the CPS is part of the CPS approval process (see 1.5.4) of the
PMA and is part of the assessment by the independent auditor (see 8).

1.5.4 CPS Approval Procedures
Changes to the KPN CPS are approved by the PMA, after consultation with the relevant stakeholders.

Once approved, this document will be published in the Repository on
https://certificaat.kpn.com/support/downloads/repository

As required by the Baseline Requirements, the CPS is reviewed at least once a year and given a
higher version number.

1.6 Definitions and Acronyms

See Appendix 2 and 3 for tables of acronyms and definitions.
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2 Publication and Repository Responsibilities

21 Repositories

KPN is responsible for the repository functions for its own CAs and the CAs of its customers. KPN
publishes Certificates it issues in the KPN repository in accordance with CPS § 2.2.

Upon revocation of an end-user Subscriber’s Certificate, KPN publishes notice of such revocation in
the repository. KPN issues CRLs for its own CAs and customers within its Subdomain, pursuant to the
provisions of this CPS. In addition, for customers who have contracted for Online Certificate Status
Protocol (“OCSP”) services, KPN provides OCSP services pursuant to the provisions of this CPS.

2.2 Publication of Certificate Information

DigiCert maintains and is responsible for a web-based repository function for DPP Public Primary
Certification Authorities (PCAs) and DPP Infrastructure/Administrative CAs supporting the DPP. See
https://www.DigiCert.com/legal-repository/. Among other documents, DigiCert publishes the DPP CP
and EDP in this repository.

KPN maintains and is responsible for the repository function within KPN’s Subdomain of the DPP.

KPN therefore maintains a web-based repository. See https://certificaat.kpn.com/repository/

KPN will at all times publish a current version of:
e This CPS

DPP CP and EDP

Subscriber Agreements

Relying Party Agreements

Recent copies of its WebTrust reports.

The Repository permits Relying Parties to make online inquiries regarding revocation and other
Certificate status information. KPN provides Relying Parties with information on how to find the
appropriate repository to check Certificate status and, if OCSP (Online Certificate Status Protocol) is
available, how to find the right OCSP responder.

KPN publishes the Certificates it issues on behalf of its own CAs and the CAs of customers in it's
Subdomain. Upon revocation of an end-user Subscriber’s Certificate, KPN shall publish notice of such
revocation in the Repository. In addition, KPN issues Certificate Revocation Lists (CRLs) and, if
available, provides OCSP services (Online Certificate Status Protocol) for its own CAs and the CAs of
Service Centers within its Subdomain.

DigiCert publishes the Certificates issued on behalf of KPN. Upon revocation of an end-user
Subscriber’s Certificate, DigiCert shall publish notice of such revocation in the Repository. In addition,
DigiCert issues Certificate Revocation Lists (CRLs) and, if available, provides OCSP services (Online
Certificate Status Protocol).

Certificates are published in accordance with Table 3 below.
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Certificate Type Publication Requirements

DPP PCA and DPP Issuing Available to Relying Parties through inclusion in current browser

Root CA Certificates software and as part of a Certificate Chain that can be obtained with the
end-user Subscriber Certificate through the query functions described
below.

Issuing CA Certificates Available to Relying Parties as part of a Certificate Chain that can be

obtained with the end-user Subscriber Certificate through the query
functions described below.

Certificate of the KPN CA Available through query of the KPN LDAP directory server at
supporting Managed PKI Lite | directory.managedpki.com, only for customers enable this repository
Certificates and CA service.

Certificates of Managed PKI

Customers
OCSP Responder Certificates | Not applicable for class 2 certificates.
End-User Subscriber Available to Relying Parties through query functions in the KPN
Certificates repository at: https://certificaat.kpn.com/repository/
Former KPN issued Certificates are available to Relying Parties through
query functions in the DPP repository at:
https://www.DigiCert.com/legal-repository/
End-User Subscriber Made available through the query functions listed above, although at
Certificates issued through the discretion of the Managed PKI Customer, the Certificate may be
Managed PKI Customers accessible only via a search using the Certificate’s serial number.

Table 3 — Certificate Publication Requirements

23 Time or Frequency of Publication

Changes in CSP-information, except for what follows in this paragraph, are published as soon as they
occur or as soon as possible after the change occurs, in accordance with the applicable stipulations
(e.g. see § 9.12 Amendments).

The CRL is refreshed once every twelve hours.

24 Access Controls on Repositories

Information published in the repository portion of the KPN web site is publicly accessible information.
Read only access to such information is unrestricted. KPN requires persons to agree to a Relying
Party Agreement as a condition for accessing Certificates, Certificate status information, or CRLs.

KPN has implemented personal, organizational, physical and logical security measures, and
furthermore uses Trustworthy Systems to prevent unauthorized persons from adding, deleting, or
modifying repository entries.
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3 Identification and Authentication

The process used to identify and authenticate certificate applicants during the initial registration
procedure is defined by the Third Party RA.

31 Naming

Unless indicated otherwise in the CP, and this CPS or the content of the digital certificate, names
appearing in Certificates issued under DPP are authenticated.

3.1.1 Types of Names

To be defined by the Third party RAs.

3.1.2 Need for Names to be Meaningful

Class 2 end-user Subscriber Certificates to be defined by the Third party RAs.

KPN CA Certificates contain names with commonly understood semantics permitting the
determination of the identity of the CA that is the Subject of the Certificate.

3.1.3 Anonymity or Pseudonymity of Subscribers

For Class 2 end-user Subscriber Certificates, end-user Subscriber pseudonyms (names other than a
Subscriber’s true personal or organizational name) are not permitted.

3.1.4 Rules for Interpreting Various Name Forms

No stipulation.

3.1.5 Uniqueness of Names

To be defined by the Third party RAs.

3.1.6 Recognition, Authentication, and Role of Trademarks

Certificate Applicants are prohibited from using names in their Certificate Applications that infringe
upon the Intellectual Property Rights of others. KPN, however, does not verify whether a Certificate
Applicant has Intellectual Property Rights in the name appearing in a Certificate Application or
arbitrate, mediate, or otherwise resolve any dispute concerning the ownership of any domain name,
trade name, trademark, or service mark. KPN is entitled, without liability to any Certificate Applicant,
to reject or suspend any Certificate Application because of such disputes.
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3.2 Initial Identity Validation
3.2.1 Method to Prove Possession of Private Key
The Certificate Applicant must demonstrate that it rightfully holds the private key corresponding to the
public key to be listed in the Certificate. The key pair is generated by a CA on behalf of a Subscriber,
e.g. pregenerated keys placed on SSCD’s.
3.2.2 Authentication of Organizational Identity
Whenever a certificate contains an organization’s name, the identity of the organization and other
enrollment information provided by Certificate Applicants is confirmed in accordance with the
procedures set forth in the Validation Procedures of the sub-CA.
3.2.3 Authentication of Individual Identity
Responsibility of the Third party RAs.
3.24 Non-Verified Subscriber Information
To be defined by the Third party RAs.
3.2.5 Validation of Authority
To be defined by the Third party RAs.
3.2.6 Criteria for Interoperation
DigiCert may provide interoperation services that allow a non-DPP CA to be able to interoperate with
the DPP by unilaterally certifying that CA. CAs enabled to interoperate in this way will comply with the
DPP CP as supplemented by additional policies when required.
DigiCert shall only allow interoperation with the DPP of a non-DPP CA in circumstances where the
CA, at a minimum:
¢ Enters into a contractual agreement with DigiCert
Operates under a CPS that meets DPP requirements for the classes of certificates it will issue

[ ]
e Passes a compliance assessment before being allowed to interoperate
e Passes an annual compliance assessment for ongoing eligibility to interoperate.

3.3 Identification and Authentication for Re-key Requests
Responsibility of the Third party RAs.
3.3.1 Identification and Authentication for Routine Re-key
To be defined by the Third party RAs.

3.3.2 Identification and Authentication for Re-key After Revocation

To be defined by the Third party RAs.
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34 Identification and Authentication for Revocation Request

To be defined by the Third party RAs.
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4 Certificate Life-Cycle Operational Requirements

4.1 Certificate Application
The process for Certificate Application is a responsibility of the Third party RAs.
4.1.1 Who Can Submit a Certificate Application
To be defined by the Third party RAs.
4.1.2 Enrollment Process and Responsibilities

To be defined by the Third party RAs.

4.2 Certificate Application Processing
Certificate application processing is a responsibility of the Third party RAs.
4.2.1 Performing Identification and Authentication Functions
To be defined by the Third party RAs.
4.2.2 Approval or Rejection of Certificate Applications
To be defined by the Third party RAs.
4.2.3 Time to Process Certificate Applications

To be defined by the Third party RAs.

4.3 Certificate Issuance
Certificate issuance is a responsibility of the Third party RAs.
4.3.1 CA actions during certificate issuance

To be defined by the Third party RAs.

4.3.2 Notification to subscriber by the CA of issuance of certificate

To be defined by the Third party RAs.

4.4 Certificate Acceptance

Certificate acceptance is a responsibility of the Third party RAs.
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4.4.1 Conduct Constituting Certificate Acceptance

To be defined by the Third party RAs.

4.4.2 Publication of the Certificate by the CA

To be defined by the Third party RAs.

4.4.3 Notification of Certificate Issuance by the CA to Other Entities

RAs may receive notification of the issuance of certificates they approve.

4.5 Key Pair and Certificate Usage
4.5.1 Subscriber Private Key and Certificate Usage
To be defined by the Third party RAs.
4.5.2 Relying Party Public Key and Certificate Usage

To be defined by the Third party RAs.

4.6 Certificate Renewal
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate. Certificate renewal is a responsibility of the Third party
RAs.
4.6.1 Circumstances for Certificate Renewal
To be defined by the Third party RAs.
4.6.2 Who May Request Renewal
To be defined by the Third party RAs.
4.6.3 Processing Certificate Renewal Requests
To be defined by the Third party RAs.
4.6.4 Notification of New Certificate Issuance to Subscriber
To be defined by the Third party RAs.

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate

To be defined by the Third party RAs.
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4.6.6 Publication of the Renewal Certificate by the CA
To be defined by the Third party RAs.
4.6.7 Notification of Certificate Issuance by the CA to Other Entities

To be defined by the Third party RAs.

4.7 Certificate Re-Key

Certificate re-key is the application for the issuance of a new certificate that certifies the new public
key. Certificate re-key is a responsibility of the Third party RAs.

4.7.1 Circumstances for Certificate Re-Key

To be defined by the Third party RAs .

4.7.2 Who May Request Certification of a New Public Key

To be defined by the Third party RAs.

4.7.3 Processing Certificate Re-Keying Requests

To be defined by the Third party RAs .

4.7.4 Notification of New Certificate Issuance to Subscriber

To be defined by the Third party RAs.

4.7.5 Conduct Constituting Acceptance of a Re-Keyed Certificate
To be defined by the Third party RAs.

4.7.6 Publication of the Re-Keyed Certificate by the CA

To be defined by the Third party RAs .

4.7.7 Notification of Certificate Issuance by the CA to Other Entities

To be defined by the Third party RAs .

4.8 Certificate Modification
4.8.1 Circumstances for Certificate Modification

Certificate modification refers to the application for the issuance of a new certificate due to changes in
the information in an existing certificate (other than the subscriber’s public key).
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KPN does not offer the possibility of modifying the content of Certificates. If the information contained
in the Certificate is no longer accurate, the Subscriber must immediately revoke the Certificate. After
revoking the Certificate, the Subscriber may apply for a new Certificate, if desired.

Certificate modification is considered a Certificate Application in terms of § 4.1.
4.8.2 Who May Request Certificate Modification

Not applicable, see § 4.8.1.

4.8.3 Processing Certificate Modification Requests

Not applicable, see § 4.8.1.

4.8.4 Notification of New Certificate Issuance to Subscriber

Not applicable, see § 4.8.1.

4.8.5 Conduct Constituting Acceptance of Modified Certificate

Not applicable, see § 4.8.1.

4.8.6 Publication of the Modified Certificate by the CA

Not applicable, see § 4.8.1.

4.8.7 Notification of Certificate Issuance by the CA to Other Entities

Not applicable, see § 4.8.1.

4.9 Certificate Revocation and Suspension
4.9.1 Circumstances for Revocation

A Registration Authority (RA) will revoke a Certificate within 24 hours after confirming one or more of
the following occurred:
1. The Subscriber requests in writing that the RA revoke the Certificate;
2. The Subscriber notifies the RA that the original Certificate request was not authorized and
does not retroactively grant authorization;
3. The RA obtains evidence that the Subscriber’s Private Key corresponding to the Public Key in
the Certificate suffered a Key Compromise; or
4. The RA obtains evidence that the validation of domain authorization or control for any FDQN
or IP address in the Certificate should not be relied upon.

The RA may revoke a certificate within 24 hours and will revoke a Certificate within 5 days after
confirming that one or more of the following occurred:
1. The Certificate no longer complies with the requirements of Sections 6.1.5 and 6.1.6 of the
CA/B forum baseline requirements or any section of the Mozilla Root Store policy;
2. The RA obtains evidence that the Certificate was misused and/or used outside the intended
purpose as indicated by the relevant agreement;
3. The Subscriber or the cross-certified CA breached a material obligation under the CP, this
CPS, or the relevant agreement;
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4. The RA confirms any circumstance indicating that use of a FQDN, IP address, or email
address in the Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked
a Domain Name registrant’s right to use the Domain Name, a relevant licensing or services
agreement between the Domain Name registrant and the Applicant has terminated, or the
Domain Name registrant has failed to renew the Domain Name);

5. For code signing, the Application Software Supplier requests revocation and the RA does not
intend to pursue an alternative course of action;

6. For code signing, the certificate is being used to sign Suspect Code;

7. The RA confirms that a Wildcard Certificate has been used to authenticate a fraudulently
misleading subordinate FQDN;

8. The RA confirms a material change in the information contained in the Certificate;

9. KPN confirms that the Certificate was not issued in accordance with the CA/B forum
requirements or relevant browser policy;

10. The RA determines or confirms that any of the information appearing in the Certificate is
inaccurate;

11. The RAs right to issue Certificates under the CA/B forum requirements expires or is revoked
or terminated, unless KPN has made arrangements to continue maintaining the CRL/OCSP
Repository;

12. Revocation is required by the DigiCert CP and/or this CPS; or

13. The RA confirms a demonstrated or proven method that exposes the Subscriber’s Private
Key to compromise, methods have been developed that can easily calculate it based on the
Public Key, or if there is clear evidence that the specific method used to generate the Private
Key was flawed.

The RA may revoke any Certificate in its sole discretion, including if The RA believes that:

1. Either the Subscriber’s or RAs obligations under the CP or this CPS are delayed or prevented
by circumstances beyond the party’s reasonable control, including computer or
communication failure, and, as a result, another entity’s information is materially threatened or
compromised;

2. The RA received a lawful and binding order from a government or regulatory body to revoke
the Certificate;

3. The RA ceased operations and did not arrange for another Certificate authority to provide
revocation support for the Certificates;

4. The technical content or format of the Certificate presents an unacceptable risk to application
software vendors, Relying Parties, or others;

5. The Subscriber was added as a denied party or prohibited person to a blacklist or is operating
from a destination prohibited under the laws of the United States;

6. For Adobe Signing Certificates, Adobe has requested revocation.

4.9.2 Who Can Request Revocation?

Subscribers and Subjects can request the revocation of their own individual Certificates. In the case of
organizational Certificates, a duly authorized representative of the organization shall be entitled to
request the revocation of Certificates issued to the organization. A duly authorized representative of
KPN or a RA shall be entitled to request the revocation of an RA Administrator’s Certificate. The entity
that approved a Subscriber’s Certificate Application shall also be entitled to revoke or request the
revocation of the Subscriber’s Certificate.

Only KPN is entitled to request or initiate the revocation of the Certificates issued to its own CAs. RAs
are entitled, through their duly authorized representatives, to request the revocation of their own
Certificates, and their Superior Entities shall be entitled to request or initiate the revocation of their
Certificates.
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4.9.3 Procedure for Revocation Request
4.9.31 Procedure for Requesting the Revocation of an end-user Subscriber Certificate

An end-user Subscriber requesting revocation is required to communicate the request to KPN or the
Customer approving the Subscriber’s Certificate Application, who in turn will initiate revocation of the
certificate promptly. For Enterprise customers, the Subscriber is required to communicate the request
to the Enterprise Administrator who will communicate the revocation request to KPN for processing.
Communication of such revocation request shall be in accordance with CPS § 3.4.

Where a customer initiates revocation of an end-user Subscriber Certificate upon its own initiative, the
Managed PKI Customer instructs KPN to revoke the Certificate.

4.9.3.2 Procedure for Requesting the Revocation of a CA or RA Certificate

A CA or RA requesting revocation of its CA or RA Certificate is required to communicate the request
to KPN. KPN will then revoke the Certificate. KPN may also initiate CA or RA Certificate revocation.

4.9.4 Revocation Request Grace Period

Revocation requests shall be submitted as promptly as possible within a commercially reasonable
time. As mentioned earlier: if immediate revocation is necessary due to an emergency situation, it
should be requested electronically, using the online / real time revocation service.

4.9.5 Time within Which CA Must Process the Revocation Request

Revocation requests handled via the KPN website will be revoked online / in real time, and it is
guaranteed that they will be revoked within twenty-four hours of receiving the request at the latest.
Revocation requests received in writing by mail will be processed one business day after they are
received. There is a guarantee that they will be processed within twenty-four hours. KPN takes
commercially reasonable steps to process these revocation requests without delay.

4.9.6 Revocation Checking Requirements for Relying Parties

Relying Parties are required to check the current status (revoked / not revoked) of a Certificate by
consulting the certificate status information. Certificate status information can be obtained by
consulting the CRL, OCSP or Directory Service. Furthermore, Relying Parties are expected to check
the reliability of such information.

Revoked Certificates remain on the CRL as long as their original expiry date has not been reached
yet. After the expiry date, Relying Parties can only verify the status of the Certificate by consulting
KPN’s Directory Service or by making use of OCSP.

KPN shall provide Relying Parties with information on how to find the appropriate CRL, web-based
repository, or OCSP responder (where available) to check for revocation status. Generally, this
information is available from the Certificate itself.

4.9.7 CRL Issuance Frequency

CRLs for end-user Subscriber Certificates are issued at least once per day. CRLs for CA Certificates
shall be issued at least yearly, but also whenever a CA Certificate is revoked.
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If a Certificate listed in a CRL expires, it may be removed from later-issued CRLs after the
Certificate’s expiration.

4.9.8 Maximum Latency for CRLs

CRLs are posted to the repository within a commercially reasonable time after generation. This is
generally done automatically within minutes of generation. However, it is always done within the
legally allowed time (if applicable).

4.9.9 On-Line Revocation/Status Checking Availability

In addition to the publication of CRLs, KPN also offers certificate status information through the so-
called OCSP. The setup of the OCSP is in accordance with IETC RFC 6960.

OCSP validation is an online validation method in which KPN sends the Relying Party an
electronically signed message (OCSP response) in answer to a specific request for status information
(OCSP request) sent by the Relying Party to the KPN’s OCSP service (OCSP responder). The OCSP
response contains the requested status information of the Certificate concerned.

4.9.10 On-line revocation checking requirements
The OCSP responder can be reached through its URL as contained in the Certificate concerned.

The status of a certificate can take on one of three values: good, revoked or unknown. If, for whatever
reason, no OCSP response is received, no conclusions regarding the status of the certificate can be
drawn. The OCSP responder URL that can be used to validate the revocation status of a Certificate
can be found in the AuthoritylnfoAccess.uniformResourcelndicator attribute of the certificate.

An OCSP response always gets sent and signed by the OCSP responder. The Relying Party is
required to verify the OCSP response signature by comparing it to the system certificate sent along in
the OCSP response. This system certificate and the Certificate whose status is being checked are
both issued by the same CA.

The information given by an OCSP responder may be more up to date than the information in the
CRL. This is only the case if a revocation has taken place and the regular update of the CRL has not
taken place yet.

4.9.11 Other Forms of Revocation Advertisements Available

In addition to making use of the CRL and OCSP, the revocation status of a certificate can also be
determined by consulting the Directory Service.

4.9.12 Special Requirements regarding Key Compromise

KPN uses commercially reasonable efforts to notify potential Relying Parties if it discovers, or has
reason to believe, that there has been a Compromise of the private key of one of their own CAs or
one of the CAs within their subdomains.

4.9.13 Circumstances for Suspension

Suspension of certificates is not supported by KPN.
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4.9.14 Who can request suspension

Not applicable.

4.9.15 Procedure for suspension request
Not applicable.

4.9.16 Limits on suspension period

Not applicable.

410 Certificate Status Service
4.10.1  Operational characteristics
Certificate status information is available via CRL. OCSP is not supported.
The serial number of a revoked Certificate remains on the CRL until one additional CRL is published
after the end of the Certificate’s validity period. The CRL is published every 12 hours and valid for 24
hours.
The Status of certificates is available via CRL at KPN’s website, Directory Service..
4.10.2  Service availability
Certificate Status Services are available 7 days a week, 24 hours a day.
Even in the case of system malfunctions, system service activities or other factors beyond the control
of KPN. KPN has designed a backup site and backup scenario that is regularly tested in conjunction
with redundant data processing and storage.

4.10.3 Optional features

No stipulation.

411 End of Subscription

To be defined by the Third party RAs.

4.12 Key Escrow and Recovery

With the exception of enterprises deploying a KPN key recovery service to Managed PKI, no DPP
participant may escrow CA, RA or end-user Subscriber private keys.

Customers using a KPN key recovery service can escrow copies of the private keys of Subscribers
whose Certificate Applications they approve. KPN does not store copies of Subscriber private keys
but plays an important role in the Subscriber key recovery process.
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4.12.1 Key Escrow and Recovery Policy and Practices

Enterprise customers using a KPN key recovery service are permitted to escrow end-user
Subscribers’ private keys. Escrowed private keys shall be stored in encrypted form using the
Managed PKI Key Manager software. Except for enterprise customers using the Managed PKI Key
Manager Service (or an equivalent service approved by KPN), the private keys of CAs or end-user
Subscribers shall not be escrowed.

End-user Subscriber private keys shall only be recovered under the circumstances permitted within
the KPN key recovery service, under which:

e Enterprise customers using Managed PKI Key Manager shall confirm the identity of any
person purporting to be the Subscriber to ensure that a purported Subscriber request for the
Subscriber’s private key is, in fact, from the Subscriber and not an imposter,

e Enterprise customers shall recover a Subscriber’s private key without the Subscriber’s
authority only for their legitimate and lawful purposes, such as to comply with judicial or
administrative process or a search warrant, and not for any illegal, fraudulent, or other
wrongful purpose, and

e Such Enterprise customers shall have personnel controls in place to prevent Administrators
and other persons of a KPN key recovery service from obtaining unauthorized access to
private keys.

It is recommended that customers using Key Manager Service:

¢ Notify the subscribers that their private keys are escrowed

e Protect subscribers’ escrowed keys from unauthorized disclosure,

e Protect all information, including the administrator’'s own key(s) that could be used to recover
subscribers’ escrowed keys.

e Release subscribers’ escrowed keys only for properly authenticated and authorized requests
for recovery.

¢ Revoke the Subscriber’s Key pair prior to recovering the encryption key.

¢ Not be required to communicate any information concerning a key recovery to the subscriber
except when the subscriber him/herself has requested recovery.

¢ Not disclose or allow to be disclosed escrowed keys or escrowed key-related information to
any third party unless required by the law, government rule, or regulation; by the enterprise’s
organization policy; or by order of a court of competent jurisdiction.

4.12.2 Session Key Encapsulation and Recovery Policy and Practices

Private keys are stored on the enterprise’s premises in encrypted form. Each Subscriber’s private key
is individually encrypted with its own triple-DES symmetric key. A Key Escrow Record (KER) is
generated, then the triple-DES key is combined with a random session key mask generated in
hardware and destroyed. Only the resulting masked session key (MSK) is securely sent and stored at
KPN. The KER (containing the end user’s private key) and the random session key mask are stored in
the Key Manager database on the enterprise premises.

Recovery of a private key and digital certificate requires the Managed PKI administrator to securely
log on to the Managed PKI Control Center, select the appropriate key pair to recover and click a
“recover” hyperlink. Only after an approved administrator clicks the “recover” link is the MSK for that
key pair returned from the Managed PKI database operated out of KPN'’s secure data center. The Key
Manager combines the MSK with the random session key mask and regenerates the triple-DES key
which was used to originally encrypt the private key, allowing recovery of the end user’s private key.
As a final step, an encrypted PKCS#12 file is returned to the administrator and ultimately distributed to
the end user.
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5 Facility, Management, and Operational Controls

The section of KPN that is responsible for providing certification services is ISO9001: 2000,
ISO27001:2005 and ETSI or WebTrust certified. Both the Quality Management System and the
Information Security Management System make use of the PDCA-cycle to ensure continual system
improvement.

5.1 Physical Controls

KPN has described and implemented a Physical Security Policy. This policy meets the DPP’s Security
and Audit Requirements. This Physical Security Policy contains sensitive security information and is
not available for the public. An overview of the measures taken is described below.

5.1.1 Site Location and Construction

KPN'’s operations are conducted within a physically protected environment that deters, prevents, and
detects unauthorized use of, access to, or disclosure of sensitive information and systems whether
covert or overt. KPN also maintains disaster recovery facilities for its CA operations. KPN'’s disaster
recovery facilities are protected by multiple tiers of physical security comparable to those of KPN’s
primary facility.

5.1.2 Physical Access

KPN CA systems are protected by a minimum of four tiers of physical security, with access to the
lower tier required before gaining access to the higher tier.

Progressively restrictive physical access privileges control access to each tier. Sensitive CA
operational activity, any activity related to the lifecycle of the certification process such as
authentication, verification, and issuance, occur within very restrictive physical tiers. Access to each
tier requires the use of a proximity card employee badge. Physical access is automatically logged
and/or video recorded. Additional tiers enforce individual access control through the use of two factor
authentication including biometrics. Unescorted personnel, including untrusted employees or visitors,
are not allowed into such secured areas.

The physical security system includes additional tiers for key management security which serves to
protect both online and offline storage of HSMs and keying material. Areas used to create and store
cryptographic material enforce dual control, each through the use of two factor authentication
including biometrics. Online HSMs are protected through the use of locked cabinets. Offline HSMs are
protected through the use of locked safes, cabinets and containers.

Access to HSMs and keying material is restricted in accordance with DPP’s segregation of duties
requirements. The opening and closing of cabinets or containers in these tiers is logged for audit
purposes.

5.1.3 Power and Air Conditioning

KPN’s secure facilities are equipped with primary and backup:
e power systems to ensure continuous, uninterrupted access to electric power and
¢ heating/ventilation/air conditioning systems to control temperature and relative humidity.
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5.1.4 Water Exposures

KPN has taken reasonable precautions to minimize the impact of water exposure to KPN systems,

including but not limited to, the choice for a geographical location which is, for it's primary location,

above sea level. It's secondary location being beneath sea level is a more than accepted risk in the
Netherlands.

5.1.5 Fire Prevention and Protection

KPN has taken reasonable precautions to prevent and extinguish fires or other damaging exposure to
flame or smoke. KPN’s fire prevention and protection measures have been designed to comply with
local fire safety regulations.

5.1.6 Media Storage

All media containing production software and data, audit, archive, or backup information are stored
within KPN facilities with appropriate physical and logical access controls designed to limit access to
authorized personnel and protect such media from accidental damage (e.g. water, fire, and
electromagnetic).

5.1.7 Waste Disposal

KPN has a contract with a professional waste disposal company for the safe disposal of waste, used
paper and such. KPN personnel is required to dispose of used paper in the closed paper disposal
containers located throughout the building.

Media used to collect or transmit sensitive information are rendered unreadable before disposal.
Cryptographic devices are physically destroyed or zeroized in accordance the manufacturers’
guidance prior to disposal.

Other waste is disposed of in accordance with KPN’s normal waste disposal requirements.
5.1.8 Off-site Backup

KPN performs routine backups of critical system data, audit log data, and other sensitive information.
Offsite backup media are stored in a physically secure manner using KPN’s disaster recovery facility.

5.2 Procedural Controls

Security tasks and responsibilities, including confidential tasks, are documented in job descriptions.
These are based on the segregation of duties and the sensitivity of the job is also indicated.
Whenever necessary, a differentiation between general jobs and specific CSP jobs is made in the
additional detailed role descriptions.

Procedures have been developed and are implemented for all confidential and administrative tasks
that influence the delivery of Certification Services.

The authorizations of CSP personnel are based on a need-to-know principle.
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5.2.1 Trusted roles

KPN has implemented a Trusted Employee Policy. Among others, this policy describes which
categories of personnel have a “Trusted” status. It mainly concerns personnel that are involved in the
management of certificates and key material, personnel that are involved in system development,
management, and maintenance and personnel within security management, quality management and
auditing. See also § 5.3.2 Trusted Employee Policy.

KPN considers the categories of personnel identified in this section as Trusted Persons having a
Trusted Position. Persons seeking to become Trusted Persons by obtaining a Trusted Position must
successfully complete the screening requirements set out in the Trusted Employee Policy.

522 Number of Persons Required per Task

Several personnel are required for the execution of certain, previously defined, activities in the areas
of key and certificate management, system development, maintenance and management. The
necessity to have several people working on a certain activity is enforced through technical measures,
authorizations combined with identification/authentication, and additional procedures.

5.2.3 Identification and authentication for each role

All personnel are required to authenticate themselves to CA systems before they are allowed access
to systems necessary to perform their trusted roles.

5.2.4 Roles requiring separation of duties

KPN maintains a separation between executive, decision making and monitoring duties. Furthermore
separation is maintained between system management and operation of the systems used for
Certificates, as well as between security officers, system auditors, system managers and system
operators.

5.3 Personnel Controls
5.3.1 Qualifications, experience, and clearance requirements

KPN employs personnel with sufficient expertise, experience and qualifications for the delivery of
Certificates.

KPN has determined what knowledge and experience is needed for proper execution of each task.
Because of the rapid developments in the specialism, this knowledge is actively maintained. KPN also
registers the knowledge and experience of each of its employees.

5.3.2 Background check procedures

KPN has drafted and implemented a Trusted Employee Policy for its Certification Service.

The Policy describes at great length how to deal with things like pre-employment screening
(mandatory for employees involved in certification services), the delivery of a Certificate of Behavior
(“Verklaring omtrent het Gedrag”) required by the Law on Justice Information (“Wet Justitiéle
Informatie”), and the implementation of security investigations for services like the General
Intelligence and Security Service (“Algemene Inlichtingen- en Veiligheidsdienst’) or the Military
Intelligence and Security Service (“Militaire Inlichtingen- en Veiligheidsdienst’) in order to obtain a
Declaration of No Objection (“Verklaring van Geen Bezwaar”). The policy also describes the options
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open to management if a (future) employee refuses to cooperate or if the result of the investigation is
negative.

Other stipulations from the Trusted Employee Policy are:

e Atrusted duty or role may only be carried out by an employee after the relevant security
screening has been completed without objections having come forward, and he or she has been
formally appointed as Trusted Employee by the management.

e Assessing the security risks during a person’s employment is the responsibility of the employee’s
supervisor, as part of the PPM-cycle.

Personnel seeking to become Trusted Persons must present proof of the requisite background,
qualifications, and experience needed to perform their prospective job responsibilities competently
and satisfactorily, as well as proof of government clearances, if any, necessary to perform certification
services under government contracts. Background checks are repeated at least every 5 years for
personnel holding Trusted Positions.

5.3.3 Training requirements

As part of the annual Planning and Control cycle, a training plan is developed and after it is approved,
the necessary budget for execution of the plan is made available. The implementation of the plan is
closely monitored and the courses followed are registered. Professional training is stimulated
wherever possible and where necessary it is made mandatory. Employees are also trained on the job.
The training offered employees covers a wide range of knowledge so that, on the one hand, they can
be widely deployed, while on the other hand, it is possible to offer them variation in the tasks they
need to perform.

5.3.4 Retraining frequency and requirements

A Personnel Performance Management (PPM) cycle is used to monitor employees' progress. The
PPM cycle includes the setting of goals, job evaluation and assessments,.

5.3.5 Job rotation frequency and sequence
Not applicable.
5.3.6 Sanctions for unauthorized actions

When an employee violates the internal or external rules and regulations, KPN management takes
disciplinary actions in accordance with the KPN Collective Labor Agreement (CAO) and the
disciplinary actions procedure.

5.3.7 Independent Contractor Requirements

In limited circumstances, independent contractors or consultants may be used to fill Trusted Positions.
Any such contractor or consultant is held to the same functional and security criteria that apply to KPN
employees in a comparable position. Independent contractors and consultants who have not
completed or passed the background check procedures specified in CPS § 5.3.2 are permitted access
to KPN’s secure facilities only to the extent they are escorted and directly supervised by Trusted
Persons at all times.

©KPN B.V.
Certification Practice
Statement
March 31, 2020
32/66



Kpn

5.3.8 Documentation Supplied to Personnel

As part of its QMS and ISMS, KPN provides its employees all the documentation needed to perform
their job responsibilities competently and satisfactorily.

5.4 Audit Logging Procedures
5.4.1 Types of Events Recorded

KPN keeps registrations of the following events for audit purposes:
account creation;

installation of new software or software updates

date and time of backups and other information describing backups;
date and time of all hardware changes;

date and time of audit log dumps;

shut down and (re)start of systems;

KPN manually or automatically logs the following significant events:
+ CA key life cycle management events, including:
- Key generation, backup, storage, recovery, archival, and destruction
- Cryptographic device life cycle management events.
» CA and Subscriber certificate life cycle management events, including:
- Certificate Applications, renewal, re-key, and revocation
- Successful or unsuccessful processing of requests
- Generation and issuance of Certificates and CRLs.
* Security-related events including:
- Successful and unsuccessful PKI system access attempts
- PKI and security system actions performed by KPN personnel
- Security sensitive files or records read, written or deleted
- Security profile changes
- System crashes, hardware failures and other anomalies
- Firewall and router activity
- CA facility visitor entry/exit.

Log entries include the following elements:

* Date and time of the entry

* Serial or sequence number of entry, for automatic journal entries
* Identity of the entity making the journal entry

* Kind of entry.

54.2 Frequency of Processing Log

Audit logs are examined on a regular daily basis for significant security and operational events.
In addition, KPN reviews its audit logs for suspicious or unusual activity in response to alerts
generated based on irregularities and incidents within KPN, CA and RA systems.

Audit log processing consists of a review of the audit logs and documentation for all significant events
in an audit log summary. Audit log reviews include a verification that the log has not been tampered
with, a brief inspection of all log entries, and a more thorough investigation of any alerts or
irregularities in the logs. Actions taken based on audit log reviews are also documented.
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5.4.3 Retention Period for Audit-Log

Audit logs shall be retained on site for at least two (2) months after processing and thereafter archived
in accordance with § 5.5.2.

5.4.4 Protection of Audit-Log

Electronic and manual audit log files are protected from unauthorized viewing, modification, deletion,
or other tampering through the use of physical and logical access controls.

54.5 Audit Log Backup Procedures
Incremental backups of audit logs are created daily and full backups are performed weekly.
5.4.6 Audit Collection System (Internal vs. External)

Automated audit data is generated and recorded at the application, network and operating system
level. Manually generated audit data is recorded by KPN personnel.

5.4.7 Notification to Event-Causing Subject

Where an event is logged by the audit collection system, no notice is required to be given to the
individual, organization, device, or application that caused the event.

5.4.8 Vulnerability Assessments

Events in the audit process are logged, in part, to monitor system vulnerabilities. Logical security
vulnerability assessments (“LSVAs”) are performed, reviewed, and revised following an examination
of these monitored events. LSVAs are based on real-time automated logging data and are performed
on a daily, monthly, and annual basis. An annual LSVA will be an input into an entity’s annual
Compliance Audit.

5.5 Records Archival
5.5.1 Types of Records Archived

KPN archives:
¢ All audit data collected in terms of § 5.4,
e Certificate application information,
e Documentation supporting certificate applications,
e Certificate lifecycle information e.g., revocation, re-key and renewal application information.

5.5.2 Retention Period for Archive

Records shall be retained for at least the time periods set forth below following the date the
Certificate expires or is revoked.

* Ten (10) years and six (6) months for Class 2 Certificates

» Seven (7) years after the expiry date or date of revocation for Qualified Certificates
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5.5.3 Protection of Archive

KPN implements the archiving of information itself. It ensures the integrity and availability of the
archived information for the duration of the storage period through a fitting combination of security
measures. All equipment and programs necessary for accessing the information are stored for the
same length of time. KPN ensures all information is stored and archived carefully and securely.

5.5.4 Archive Backup Procedures

KPN incrementally backs up electronic archives of its issued Certificate information on a daily basis
and performs full backups on a weekly basis.

5.5.5 Requirements for Time-Stamping of Records

The exact time and date of relevant events in the life cycle of certificates and keys are recorded. The
same is true for important events in the life cycle of the systems used for or supporting the certification
service.

5.5.6 Archive Collection System (Internal or External)

KPN archive collection systems are internal, except for enterprise RA Customers. KPN assists its
enterprise RAs in preserving an audit trail. Such an archive collection system therefore is external to
that enterprise RA.

5.5.7 Procedures to Obtain and Verify Archive Information

Only authorized Trusted Personnel are able to obtain access to the archive. The integrity of the
information is verified when it is restored.

5.6 Key Changeover

Key Changeover is a responsibility of the Third party RAs.

5.7 Compromise and Disaster Recovery

KPN has implemented a robust combination of physical, logical, and procedural controls to minimize
the risk and potential impact of a key Compromise or disaster. In addition, KPN has implemented
disaster recovery procedures described in CPS § 5.7.3 and Key Compromise response procedures
described in CPS § 5.7.2. KPN’s Compromise and disaster recovery procedures have been
developed to minimize the potential impact of such an occurrence and restore KPN s operations
within a commercially reasonable period of time.

In case of any of the algorithms, or associated parameters, used by KPN should become insufficient
for it's remaining intended usage KPN shall:

¢ Inform all subscribers and relying parties;

¢ Revoke any affected certificate.
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5.7.1 Incident and Compromise Handling Procedures

In the event of the corruption of computing resources, software, and/or data, such an occurrence is
reported to KPN Security and KPN’s incident handling procedures are enacted.

Such procedures require appropriate escalation, incident investigation, and incident response. If
necessary, KPN’s key compromise or disaster recovery procedures will be enacted.

5.7.2 Computing resources, software, and/or data are corrupted

KPN has implemented mission critical components of its CA infrastructure in redundant
configurations. This applies both to hardware and software components. In addition, CA private keys
are backed up and maintained for disaster recovery purposes. KPN has implemented detailed change
and incident management procedures to allow for controlled and accountable recovery from system
and application disasters.

KPN has fitted a complete backup facility for its CRL and online revocation service. The programs and
data at the backup facility are identical to those in the production environment and it is possible to
immediately switch to the backup facility when necessary (e.g. in case of a disaster). This kind of
switch to the backup facility is regularly tested and the procedure is maintained. The backup facility is
located at a different KPN location that has a similar level of security.

KPN maintains offsite backups of important CA information for KPN issued CAs within the KPN
Subdomain. Such information includes, but is not limited to: application logs, Certificate Application
data, audit data and database records for all Certificates issued.

5.7.3 Entity Private Key Compromise Procedures

Upon the suspected or known Compromise of a KPN CA, KPN infrastructure or Customer CA private
key, KPN’s Key Compromise Response procedures are enacted by the Compromise Incident
Response Team/Crisis Team (CIRT). This team, which includes Security, Key Management,
Production Services personnel, and KPN management representatives, assesses the situation,
develops an action plan, and implements the action plan with approval from KPN executive
management.

If CA Certificate revocation is required, the following procedures are performed:
- The Certificate’s revoked status is communicated to Relying Parties through the KPN
repository,
- Commercially reasonable efforts will be made to provide additional notice of the revocation to
all affected DPP Participants, and
- The CA will generate a new key pair, except where the CA is being terminated.

5.74 Business continuity capabilities after a disaster

A backup scenario has been effected for the parts of the CA system not mentioned in § 5.7.3. The
scenario provides for a backup within 24 hours and is maintained and tested annually.

KPN will restore all its services within one week.
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5.8.1

CA or RA Termination

Termination of a KPN customer CA

In the event that it is necessary for a KPN customer CA to cease operation, the applicable Customer
will develop a termination plan to minimize disruption to Subscribers and Relying parties. Such a
termination plan may address the following, as applicable:

5.8.2

Provision of notice to parties affected by the termination, such as subscribers and relying
parties, informing them of the status of the CA,

Handling the cost of such notice,

The revocation of the Certificate issued to the CA by KPN,

The preservation of the CAs archives and records for the required time periods by KPN,

The continuation of Subscriber and customer support services by KPN,

The continuation of revocation services, such as the issuance of CRLs or the maintenance of
online status checking services by KPN,

The revocation of unexpired unrevoked certificates of end-user Subscribers and subordinate
CAs, if necessary, by KPN,

Disposition of the CAs private key and the hardware tokens containing this private key by
KPN, and

Provisions needed for the transition of the CAs services to a successor CA, if necessary.

Termination of a KPN CA

In the event that it is necessary for KPN to cease operation, KPN has developed a CA Termination
Plan, laid down in the CA Termination Handbook. As part of the Termination Plan, KPN and DigiCert
have put into place contractual agreements that include, but are not limited to, the following

Provision of notice to parties affected by the termination, such as subscribers and relying
parties, informing them of the status of the CA,

Handling the cost of such notice,

The revocation of the Certificate issued to the CA by KPN,

The preservation of the CAs archives and records for the required time periods,

The continuation of Subscriber and customer support services by DigiCert,

The continuation of revocation services, such as the issuance of CRLs or the maintenance of
online status checking services by DigiCert,

The revocation of unexpired unrevoked certificates of end-user Subscribers and subordinate
CAs, if necessary,

The payment of compensation (if necessary) to Subscribers whose unexpired unrevoked
Certificates are revoked under the termination plan or provision, or alternatively, the issuance
of replacement Certificates by a successor CA,

Disposition of the CAs private key and the hardware tokens containing this private key, and
Provisions needed for the transition of the CAs services to a successor CA.
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6 Technical Security Controls

6.1 Key Pair Generation and Installation
6.1.1 Key Pair Generation

CA key pair generation is performed by multiple pre-selected, trained and trusted individuals using
Trustworthy Systems and processes that provide for the security and required cryptographic strength
for the generated keys. For PCA, Issuing Root CAs and all online KPN and Managed PKI Customer
CAs the cryptographic modules used for key generation meet the requirements of FIPS 140-1 level 3.
For some offline CAs, the cryptographic modules used meet the requirements of at least FIPS 140-1
level 2.

All CA key pairs are generated in pre-planned Key Generation Ceremonies in accordance with the
requirements of the Key Ceremony Reference Guide, the CA Key Management Tool User’s Guide,
and the DPP Security and Audit Requirements Guide. The activities performed in each key generation
ceremony are recorded, dated and signed by all individuals involved. These records are kept for audit
and tracking purposes for a length of time deemed appropriate by KPN Management.

Generation of RA key pairs is generally performed by the RA using a FIPS 140-1 level 1 certified
cryptographic module provided with their browser software.

Customers generate the key pair used by their Automated Administration servers. KPN recommends
that Automated Administration server key pair generation be performed using a FIPS 140-1 level 2 or
higher certified cryptographic module.

Generation of end-user Subscriber key pairs is generally performed by the Subscriber. For Class 2
Certificates, the Subscriber typically uses a FIPS 140-1 level 1 certified cryptographic module
provided with their browser software for key generation, or a SSCD. For server Certificates, the
Subscriber typically uses the key generation utility provided with the web server software.

6.1.2 Private Key Delivery to Subscriber

When end-user Subscriber key pairs are generated by the end-user Subscriber, private key
delivery to a Subscriber is not applicable.

Where RA or end-user Subscriber key pairs are pre-generated by KPN on hardware tokens or
SSCD'’s, such devices are distributed to the RA or end-user Subscriber using a commercial delivery
service and tamper evident packaging. The data required to activate the device is communicated to
the RA or end-user Subscriber using an out of band process. The distribution of such devices is
logged by KPN.

For customers using Managed PKI Key Manager for key recovery services, the Customer may
generate encryption key pairs (on behalf of Subscribers whose Certificate Applications they approve)
and transmit such key pairs to Subscribers via a password protected PKCS # 12 file.

6.1.3 Public Key Delivery to Certificate Issuer

End-user Subscribers and RAs submit their public key to KPN for certification electronically through
the use of a PKCS#10 Certificate Signing Request (CSR) or other digitally signed package in a
session secured by Secure Sockets Layer (SSL).
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Where CA, RA, or end-user Subscriber key pairs are generated by KPN, this requirement is not
applicable.

6.1.4 CA Public Key Delivery to Relying Parties

KPN makes the CA Certificates for its PCAs and root CAs available to Subscribers and Relying
Parties through their inclusion in web browser software. As new PCA and root CA Certificates are
generated, DigiCert or KPN provides such new Certificates to the browser manufacturers for inclusion
in new browser releases and updates.

KPN generally provides the full certificate chain (including the issuing CA and any CAs in the chain) to
the end-user Subscriber upon Certificate issuance. KPN CA Certificates may also be downloaded
from the LDAP Directory at directory.managedpki.com.

6.1.5 Key Sizes

Key pairs shall be of sufficient length to prevent others from determining the key pair’s private key
using cryptanalysis during the period of expected utilization of such key pairs.

DigiCert recommends the use of a minimum key size equivalent in strength to 2048 bit RSA for RAs
and end entity certificates key pairs.

The KPN Standard for minimum key sizes is the use of key pairs equivalent in strength to 2048 bit
RSA for PCAs and CAs.

All Classes of DPP and KPN PCAs and CAs, and RAs and end entity certificates use SHA-2 for digital
signature hash algorithm and support the use of SHA-256 and SHA-384 hash algorithms in end-entity
Subscriber Certificates.

6.1.6 Public Key Parameters Generation and Quality Checking

Not applicable.

6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)

The Certificates, including corresponding key pairs, may only be used for the purposes described in
this CPS and are published in the (Extended) Key usage extension of the Certificate.

Referto § 7.1.2.

6.2 Private Key Protection and Cryptographic Module engineering Controls

KPN has implemented a combination of physical, organizational, logical, and procedural controls to
ensure the security of KPN and customer CA private keys.

Subscribers are required by contract to take necessary precautions to prevent the loss, disclosure,
modification, or unauthorized use of private keys.

6.2.1 Cryptographic Module Standards and Controls

For PCA and Issuing Root CA key pair generation and CA private key storage, DigiCert and KPN use
hardware cryptographic modules that are certified at or meet the requirements of FIPS 140-1 Level 3.
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For some offline CAs, KPN uses hardware cryptographic modules that are certified to at least FIPS
140-1 Level 2.

The Hardware Security Modules (HSMs) are delivered by the vendor in tamper-evident bags, a type
of packaging that shows whether it has been tampered with. Each shipment is checked against its
out-of-band list immediately upon arrival.

6.2.2 Private Key (m out of n) Multi-Person Control

KPN has implemented technical and procedural mechanisms that require the participation of multiple
trusted individuals to perform sensitive CA cryptographic operations. KPN uses “Secret Sharing” to
split the activation data needed to make use of a CA private key into separate parts called “Secret
Shares” which are held by trained and trusted individuals called “Shareholders.” A threshold number
of Secret Shares (m) out of the total number of Secret Shares created and distributed for a particular
hardware cryptographic module (n) is required to activate a CA private key stored on the module.

The threshold number of shares needed to sign a CA certificate is 3. It should be noted that the
number of shares distributed for disaster recovery tokens may be less than the number distributed for
operational tokens, while the threshold number of required shares remains the same. Secret Shares
are protected in accordance with this CPS.

6.2.3 Private Key Escrow

CA private keys are not escrowed. Escrow of private keys for end user subscribers is explained in
more detail in § 4.12.

6.2.4 Private Key Backup

KPN creates backup copies of CA private keys for routine recovery and disaster recovery purposes.
Such keys are stored in encrypted form within hardware cryptographic modules and associated key
storage devices. Cryptographic modules used for CA private key storage meet the requirements of
this CPS. CA private keys are copied to backup hardware cryptographic modules in accordance with
this CPS.

Modules containing onsite backup copies of CA private keys are subject to the requirements of this
CPS.

KPN does not store copies of RA private keys. For the backup of end-user Subscriber private keys,
see §6.2.3and §4.12.

6.2.5 Private Key Archival

When KPN CA key pairs reach the end of their validity period, such CA key pairs will be archived for a
period of at least 5 years. Archived CA key pairs will be securely stored using hardware cryptographic
modules that meet the requirements of this CPS. Procedural controls prevent archived CA key pairs
from being returned to production use. Upon the end of the archive period, archived CA private keys
will be securely destroyed in accordance with this CPS.

Upon expiration of a KPN CA Certificate, the key pair associated with the certificate will be securely
retained for a period of at least 5 years using hardware cryptographic modules that meet the
requirements of this CPS. These CA key pairs shall not be used for any signing events after their
expiration date, unless the CA Certificate has been renewed in terms of this CPS.
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KPN does not archive copies of RA and Subscriber private keys.
6.2.6 Private Key Transfer Into or From a Cryptographic Module

KPN generates CA key pairs on the hardware cryptographic modules in which the keys will be used.
In addition, KPN makes copies of such CA key pairs for routine recovery and disaster recovery
purposes. Where CA key pairs are backed up to another hardware cryptographic module, such key
pairs are transported between modules in encrypted form.

6.2.7 Private Key Storage on Cryptographic Module
CA or RA private keys held on hardware cryptographic modules are stored in encrypted form.
6.2.8 Method of Activating Private Key

All KPN Subdomain Participants protect the activation data for their private keys against loss, theft,
modification, unauthorized disclosure, or unauthorized use.

6.2.8.1 Class 2 Certificates

The Standard for Class 2 Private Key protection is for Subscribers to:

e Use a password in accordance with § 6.4.1 or security of equivalent strength to authenticate
the Subscriber before the activation of the private key, which includes, for instance, a
password to operate the private key, a Windows logon or screen saver password, a network
logon password; and

e Take commercially reasonable measures for the physical protection of the Subscriber’s
workstation to prevent use of the workstation and its associated private key without the
Subscriber’s authorization.

When deactivated, private keys shall be kept in encrypted form only.

6.2.8.2 Enterprise RAs using a Cryptographic Module (with Automated Administration or with
Managed PKI Key Manager Service)

The Standard for private key protection for Administrators using such a cryptographic module requires
them to:
e Use the cryptographic module along with a password in accordance with § 6.4.1 to
authenticate the Administrator before the activation of the private key; and
e Take commercially reasonable measures for the physical protection of the workstation
housing the cryptographic module reader to prevent use of the workstation and the private
key associated with the cryptographic module without the Administrator’s authorization.

6.2.8.3 Private Keys Held by Processing Centers

An online CA’s private key shall be activated by a threshold number of Shareholders, as defined in §
6.2.2, supplying their activation data (stored on secure media). Once the private key is activated, the
private key may be active for an indefinite period until it is deactivated when the CA goes offline.
Similarly, a threshold number of Shareholders shall be required to supply their activation data in order
to activate an offline CA’s private key. Once the private key is activated, it shall be active only for one
time.
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6.2.9 Method of Deactivating Private Key

KPN CA private keys are deactivated upon removal from the token reader. KPN RA private keys
(used for authentication to the RA application) are deactivated upon system log off. KPN RAs are
required to log off their workstations when leaving their work area.

Client Administrators, RA, and end-user Subscriber private keys may be deactivated after each
operation, upon logging off their system, or upon removal of a SSCD from the SSCD reader
depending upon the authentication mechanism employed by the user. In all cases, end-user
Subscribers have an obligation to adequately protect their private key(s) in accordance with this CPS.

6.2.10 Method of Destroying Private Key

Where required, DigiCert and KPN destroy CA private keys in a manner that reasonably ensures that
there are no residual remains of the key that could lead to the reconstruction of the key. DigiCert and
KPN utilize the zeroization function of its hardware cryptographic modules and other appropriate
means to ensure the complete destruction of CA private keys. When performed, CA key destruction
activities are logged.

6.2.11 Cryptographic Module Rating

See §6.2.1

6.3 Other Aspects of Key Pair Management

All aspects of key pair management are carried out by KPN by following careful procedures that
match the intended goal.

6.3.1 Public Key Archival

KPN CA, RA and end-user Subscriber Certificates are backed up and archived as part of KPN’s
routine backup procedures.

6.3.2 Certificate Operational Periods and Key Pair Usage Periods

The Operational Period of a Certificate ends upon its expiration or revocation. The Operational Period
for key pairs is the same as the Operational Period for the associated Certificates, except that they
may continue to be used for decryption and signature verification. The maximum Operational Periods
for KPN Certificates for Certificates issued on or after the effective date of this CPS are set forth in
Table 7 below.

In addition, CAs stop issuing new Certificates at an appropriate date prior to the expiration of the CA’s
Certificate such that no Certificate issued by a Subordinate CA expires after the expiration of any

Superior CA Certificates.
Certificate Issued By: Validity Period
PCA self-signed (1024 bits) Up to 30 years
PCA self-signed (2048 bits) Up to 50 years
PCA to Offline intermediate CA Generally 10 years but up to 15 years after renewal
PCA to online CA Generally 5 years but up to 10 years after renewal
Offline intermediate CA to online CA Generally 5 years but up to 10 years after renewal'’
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Certificate Issued By: Validity Period

Online CA to end-user Subscriber Normally up to 2 years, but up to 5 years under the conditions
described below!®

Online CA to End-Entity Normally up to 3 years'®

Organizational Subscriber

Table 7 — Certificate Operational Periods

17 If 5-year end-user subscriber certificates are issued, the online CA certificate’s operational period will be 10 years with
no option to renew. Re-key will be required after 5 years.

18 If 5-year end-user subscriber certificates are issued, the online CA certificate’s operational period will be 10 years with
no option to renew. Re-key will be required after 5 years.

19 Organizational end-entity certificates used solely to support the operation of a portion of the DPP may be issued with a
validity period of 5 year and up to a maximum of 10 years after renewal.

Except as noted in this section, KPN Subdomain Participants shall cease all use of their key pairs
after their usage periods have expired.

Certificates issued by CAs to end-user Subscribers may have Operational Periods longer than two
years, up to five years, if the following requirements are met:

e The Certificates are individual Certificates,

e Subscribers’ key pairs reside on a hardware token, such as a SSCD.

KPN also uses a Secure Server CA as a legacy self-signed issuing root CA which is part of the
DigiCert Trust Network and has an operational period of up to 15 years. end-user Subscriber
Certificates issued by this CA meet the requirements for CA to end-user Subscriber Certificates
specified in Table 7 above.

6.4 Activation Data
6.4.1 Activation Data Generation and Installation

Activation data (Secret Shares) used to protect tokens containing KPN CA private keys is generated
in accordance with the requirements of CPS § 6.2.2 and the Key Ceremony Reference Guide. The
creation and distribution of Secret Shares is logged.

KPN RAs are required to select strong passwords to protect their private keys. KPN’s password
selection guidelines require that passwords:
e be generated by the user;
have at least eight characters;
have at least one alphabetic and one numeric character;
have at least one lower-case letter;
not contain many occurrences of the same character;
not be the same as the operator’s profile name; and
not contain a long substring of the user’s profile name.

KPN strongly recommends that Enterprise Administrators, RAs, and end-user Subscribers choose
passwords that meet the same requirements. KPN also recommends the use of two factor
authentication mechanisms (e.g., token and passphrase, biometric and token, or biometric and
passphrase) for private key activation.

The SSCD or SUD that the Key pair and its associated Qualified Certificate are stored in, is supplied
with the activation data. This PIN and PUK code are generated by a trusted system, consist of five
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characters and are printed out on a PIN-mail. After the PIN-mail is accepted, the system destroys the
PIN and PUK code. In the period of time between generation and destroying of the codes, they are
stored by the trusted system in encrypted form.

6.4.2 Activation Data Protection

KPN Shareholders are required to safeguard their Secret Shares and sign an agreement
acknowledging their Shareholder responsibilities.

KPN RAs are required to store their Administrator/RA private keys in encrypted form using password
protection and their browser’s “high security” option.

KPN strongly recommends that Client Administrators, RAs and end-user Subscribers store their
private keys in encrypted form and protect their private keys through the use of a hardware token
and/or strong passphrase. The use of two factor authentication mechanisms (e.g., token and
passphrase, biometric and token, or biometric and passphrase) is encouraged.

6.5 Computer Security Controls

KPN performs all CA and RA functions using Trustworthy Systems. Customers must use Trustworthy
Systems.

6.5.1 Specific Computer Security Technical Requirements

KPN ensures that the systems maintaining CA software and data files are Trustworthy Systems
secure from unauthorized access. In addition, KPN limits access to production servers to those
individuals with a valid business reason for such access. General application users do not have
accounts on production servers.

KPN’s production network is logically separated from other components. This separation prevents
network access except through defined application processes. KPN uses firewalls to protect the
production network from internal and external intrusion and limit the nature and source of network
activities that may access production systems.

KPN requires the use of passwords that have a minimum character length and a combination of
alphanumeric and special characters. KPN requires that passwords be changed on a periodic basis.

Direct access to KPN databases supporting KPN’s CA Operations is limited to Trusted Persons in
KPN'’s Production Operations group having a valid business reason for such access.

6.5.2 Computer Security Rating

A version of DigiCert’s core Processing Center software has satisfied the EAL 4 assurance
requirements of ISO/IEC 15408-3:1999, Information technology - Security techniques --

Evaluation criteria for IT security -- Part 3: Security assurance requirements, based on an
independent laboratory’s Common Criteria evaluation of the software against the DigiCert Processing
Center Security Target. DigiCert will, from time to time, evaluate new releases of the Processing
Center software under the Common Criteria.

The version of Processing Center used by KPN is positively audited against CWA 14167-1 Security
Requirements for Trustworthy Systems Managing Certificates for Electronic Signatures — Part 1:
System Security Requirements by an independent auditor.
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6.6 Life Cycle Technical Controls
6.6.1 System Development Controls
Applications are developed and implemented by DigiCert in accordance with DigiCert systems
development and DigiCert/ KPN change management standards. KPN also provides software to its
customers for performing RA and certain CA functions. Such software is developed in accordance
with DigiCert system development standards.
DigiCert developed software, when first loaded, provides a method to verify that the software on the
system originated from DigiCert, has not been modified prior to installation, and is the version
intended for use.

6.6.2 Security Management Controls

KPN has mechanisms and/or policies in place to control and monitor the configuration of its CA
systems. DigiCert creates a hash of all software packages and DigiCert software updates.

This hash is used to verify the integrity of such software manually. Upon installation and periodically
thereafter, KPN validates the integrity of its CA systems.

6.6.3 Life Cycle Security Controls

No stipulation.

6.7 Network Security Controls

KPN performs all its CA functions using networks secured in accordance with the Security and Audit
Requirements Guide to prevent unauthorized access and other malicious activity. KPN protects its
communications of sensitive information through the use of encryption and digital signatures.

6.8 Time-stamping

Certificates, CRLs, and other revocation database entries shall contain time and date information.
Such time information is not cryptographic-based.

Time and date information is based on one or more trusted time sources.

©KPN B.V.
Certification Practice
Statement
March 31, 2020
45/66



Kpn

7 Certificate, CRL and OCSP Profiles

71 Certificate Profile
Establishing the certificate profile is the responsibility of the Third party RAs.
7.1.1 Version Number(s)
To be defined by the Third party RAs.
7.1.2 Certificate Extensions

Serial number is 128 bit.
Additional extensions to be defined by the Third party RAs.

7.1.3 Algorithm Object Identifiers
To be defined by the Third party RAs.
7.1.4 Name Forms

To be defined by the Third party RAs.
7.1.5 Name Constraints

Issuing CAs have been technically constrained according to RFC 822 or opted for WebTrust audit,
see Annex 1.

7.1.6 Certificate Policy Object Identifier

To be defined by the Third party RAs.

7.1.7 Usage of Policy Constraints Extension

To be defined by the Third party RAs.

7.1.8 Policy Qualifiers Syntax and Semantics

To be defined by the Third party RAs.

7.1.9 Processing Semantics for the Critical Certificate Policies Extension

To be defined by the Third party RAs.
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7.2 CRL Profile

CRLs contain the basic fields and contents specified in Table 12 below:

| Field Value or Value constraint
Version See CPS §7.2.1.
Signature SHA256withRSAEncryption. (OID: 1.2.840.113549.1.1.11)
Algorithm
Issuer Entity who has signed and issued the CRL. The CRL Issuer Name is in accordance with
the Issuer Distinguished Name requirements specified in CPS § 7.1.4.
Effective Issue date of the CRL. CRL are effective upon issuance.
Date

Next Update | Date by which the next CRL will be issued. The Next Update date for KPN CRLs is set as
follows: 3 months from the Effective Date for DPP PCAs and 10 days from the Effective
Date for other KPN CAs. CRL issuance frequency is in accordance with the requirements

of CPS § 4.9.7.
Revoked Listing of revoked Certificates, including the Serial Number of the revoked Certificate and
Certificates the Revocation Date.

Table 12 — CRL Profile Basic Fields
7.2.1 Version Number(s)

KPN supports both X.509 Version 1 and Version 2 CRLs. Version 2 CRLs comply with the
requirements of RFC 8399.

7.2.2 CRL and CRL Entry Extensions

No stipulation.

7.3 OCSP Profile

OCSP (Online Certificate Status Protocol) is a way to obtain timely information about the revocation
status of a particular certificate. KPN uses OCSP to validateClass 2 Enterprise certificates.
OCSP responders conform to RFC 6960.

7.3.1 Version Number(s)
Version 1 of the OCSP specification as defined by RFC 6960 is supported.
7.3.2 OCSP Extensions

KPN does not use a nonce to establish the current freshness of each OCSP response and clients
should not expect a nonce in the response to a request that contains a nonce. Instead, clients should
use the local clock to check for response freshness.
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8 Compliance Audits and other Assessments

An annual WebTrust for Certification Authorities examination is performed for the DPP Intermediate
CAs as specified in CPS § 1.3.1.

Customer-specific CAs are also audited against WebTrust for their RA operations.

In addition to compliance audits, DigiCert and/or KPN shall be entitled to perform other reviews and
investigations to ensure the trustworthiness of KPN’s Subdomain of the DPP, which include, but are
not limited to:
¢ KPN shall be entitled, within its sole and exclusive discretion, to perform at any time an
“Exigent Audit/Investigation” on a Customer in the event KPN has reason to believe that the
audited entity has failed to meet DPP Standards, has experienced an incident or compromise,
or has acted or failed to act, such that the audited entity’s failure, the incident or compromise,
or the act or failure to act poses an actual or potential threat to the security or integrity of the
DPP.
e KPN shall be entitled to perform “Supplemental Risk Management Reviews” on a Customer
following incomplete or exceptional findings in a Compliance Audit or as part of the overall
risk management process in the ordinary course of business.

KPN shall be entitled to delegate the performance of these audits, reviews, and investigations to a
third party audit firm. Entities that are subject to an audit, review, or investigation shall provide
reasonable cooperation with DigiCert and the personnel performing the audit, review, or investigation.

8.1 Frequency and Circumstances of Assessment

Compliance Audits are conducted at least annually at the sole expense of the audited entity.

8.2 Identity/Qualifications of Assessor

KPN’s CA compliance audits are performed by a public accounting firm that is listed on webtrust.org.
WebTrust auditors must meet the requirements of Section 8.2 of the CA/Browser Baseline
Requirements.

8.3 Assessor’s Relationship to Assessed Entity

Compliance audits of KPN’s operations are performed by a public accounting firm that is independent
of KPN.

8.4 Topics Covered by Assessment

The audit covers KPN’s business practices disclosure, the integrity of KPN’s PKI operations, and
KPN'’s compliance with this CPS and referenced requirements. The audit verifies that KPN is
compliant with the DigiCert CP, this CPS, and any MOA between it and any other PKI.
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The scope of KPN’s annual audit includes CA environmental controls, key management operations
and Infrastructure/Administrative CA controls, certificate life cycle management and CA business
practices disclosure.

8.5 Actions Taken as a Result of Deficiency

With respect to compliance audits of KPN’s operations, significant exceptions or deficiencies identified
during the Compliance Audit will result in a determination of actions to be taken. This determination is
made by KPN management with input from the auditor. KPN management is responsible for
developing and implementing a corrective action plan. If KPN determines that such exceptions or
deficiencies pose an immediate threat to the security or integrity of the DPP, a corrective action plan
will be developed within 30 days and implemented within a commercially reasonable period of time.
For less serious exceptions or deficiencies, KPN Management will evaluate the significance of such
issues and determine the appropriate course of action.

8.6 Communications of Results

Results of the compliance audit of KPN’s operations may be released at the discretion of KPN
management.
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9 Other Business and Legal Matters

9.1 Fees
9.1.1 Certificate Issuance or Renewal Fees

KPN and Customers are entitled to charge end-user Subscribers for the issuance, management, and
renewal of Certificates.

9.1.2 Certificate Access Fees

KPN and Customers do not charge a fee as a condition of making a Certificate available in a
repository or otherwise making Certificates available to Relying Parties.

9.1.3 Revocation or Status Information Access Fees

KPN does not charge a fee as a condition of making the CRLs required by the DPP CP available in a
repository or otherwise available to Relying Parties. KPN is, however, entitled to charge a fee for
providing customized CRLs, OCSP services, or other value-added revocation and status information
services. KPN does not permit access to revocation information, Certificate status information, or time
stamping in their repositories by third parties that provide products or services that utilize such
Certificate status information without KPN'’s prior express written consent.

9.1.4 Fees for Other Services

KPN does not charge a fee for access to this CPS. Any use made for purposes other than simply
viewing the document, such as reproduction, redistribution, modification, or creation of derivative
works, shall be subject to a license agreement with the entity holding the copyright to the document.

9.1.5 Refund policy

Not applicable.

9.2 Financial Responsibility

KPN has taken adequate arrangements, in the form of insurances, among others, to cover the
financial risks related to providing certification services. Furthermore, KPN possesses the financial
stability and resources needed for the healthy operation of its enterprise.

9.2.1 Insurance Coverage

Customers are encouraged to maintain a commercially reasonable level of insurance coverage for
errors and omissions, either through an errors and omissions insurance program with an insurance
carrier or a self-insured retention. KPN maintains such errors and omissions insurance coverage.

9.2.2 Other Assets

KPN has enough financial stability and resources required to operate as a Certification Service
Provider.
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Customers shall have sufficient financial resources to maintain their operations and perform their
duties, and they must be reasonably able to bear the risk of liability to Subscribers and Relying
Parties.

9.2.3 Insurance or warranty coverage for end-entities

KPN provides a warranty to Subscribers according to the General Conditions. KPN provides a limited
warranty to Relying Parties as described in the Relying Party Agreement (RPA).

9.3 Confidentiality of Business Information

KPN B.V.’s annual financial report is integrated into Koninklijke KPN N.V. annual financial report.
Koninklijke KPN N.V. is listed on the stock market and is thus not allowed to provide financial
information other than through regular financial reports and official channels.

9.3.1 Scope of Confidential Information

The following records of Subscribers shall be kept confidential and private (“Confidential / Private
Information”), subject to § 9.3.2:
e CA application records, whether approved or disapproved,
e Certificate Application records,
e Private keys held by Customers using Managed PKI Key Manager and information needed to
recover such Private Keys,
Challenge Phrases,
Transaction records (both full records and the audit trail of transactions),
Audit trail records created or retained by KPN or a Customer,
Audit reports created by KPN or a Customer (to the extent such reports are maintained), or
their respective auditors (whether internal or public),
¢ Quality Management and Information Security Management System, such as
o Contingency planning and disaster recovery plans, and
o Security measures controlling the operations of DigiCert hardware and software and
the administration of Certificate services and designated enrollment services.

9.3.2 Information Not Within the Scope of Confidential Information

Certificates, Certificate revocation and other status information, KPN repositories and information
contained within them are not considered Confidential/Private Information. Information not expressly
deemed Confidential/Private Information under § 9.3.1 shall be considered neither confidential nor
private. This section is subject to applicable privacy laws.

9.3.3 Responsibility to Protect Confidential Information

KPN has policy in place for all information related to security issues (see § 9.3.1, among others). One
thing the policy states is that this information is confidential and is only made available on a need-to-
know basis. This means that the information can only be accessed by third parties within the KPN
building after a strict pledge of secrecy has been given and after showing a clear need (e.g.
performing an audit) to access the information.
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9.4 Privacy of Personal Information

KPN meets the requirements of the General Data Protection Regulation (GDPR). KPN is registered
with the Dutch Data Protection Authority as a company responsible for processing personal
information for the purpose of providing certification services.

9.4.1 Privacy Plan
KPN has implemented a privacy policy, which is located at:

https://certificaat.kpn.com/repository/. This policy is in compliance with the applicable General Data
Protection Regulation (GDPR).

9.4.2 Information Treated as Private

Any information about Subscribers that is not publicly available through the content of the issued
certificate, certificate directory and online CRLs is treated as private

9.4.3 Information Not Deemed Private

The data published concerning certificates is publicly accessible. The information given regarding
published and revoked certificates is limited to what is mentioned in Chapter 7 “Certificate, CRL and
OCSP Profiles” of this CPS. Information on the revocation of certificates is available through the CRL.
The information given in the CRL is limited to the certificate number, the time of revocation and the
status (valid/revoked) of the certificate.

9.4.4 Responsibility to Protect Private Information

KPN, as other DPP participants, receiving private information shall secure it from compromise and
disclosure to third parties and shall comply with all local privacy laws in their jurisdiction.

9.4.5 Notice and Consent to Use Private Information

Unless otherwise stated in this CPS, the applicable Privacy Policy or by agreement, private
information will not be used without the consent of the party to whom that information applies. This
section is subject to applicable privacy laws.

The Subscriber and Subject agree to the publication of certificate data by signing the Subscriber
Agreement and the applicable conditions. KPN considers the completion of the application procedure
by a end-user Subscriber to be the permission to publish the information in the Certificate.

9.4.6 Disclosure pursuant to judicial or administrative process
9.4.6.1 Sharing Information Due to Legal Subpoena

KPN does not provide confidential information to criminal investigators unless Dutch laws and
regulations require KPN to do so, in which case the information will only be shared after a legal
subpoena has been given.
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9.4.6.2 Sharing Information in Relation to Private Law Argumentation

KPN stores the Certificate and the information given during Certificate application for a period of time
- the length of which will be communicated to the client and/or the end-user Subscriber - and for the
purpose of providing proof of certification in a judicial process, should this prove necessary.
Confidential information will only be given to parties other than the client and the end-user Subscriber
for the purpose of argumentation in a court case after the client or end-user Subscriber has given prior
written consent.

9.4.6.3 Sharing Information After a Request by the Owner

If a client and/or end-user Subscriber requests KPN to share the personal information it has stored on
them, KPN will do so. If a client requests the personal information of a end-user Subscriber that has
received a Certificate based on the client’s Certificate application, KPN will share the information with
them. KPN has the right to charge a reasonable fee for every provision of such information.

9.4.64 Making Certificate Revocation Information Public

Information on the revocation of Certificates is available in the CRL. The information listed in the CRL
is limited to the Certificate number and the time of revocation. Should KPN unilaterally revoke a
Certificate, it will be published in the CRL.

9.4.7 Other Information Disclosure Circumstances

No Stipulation.

9.5 Intellectual Property Rights

The allocation of Intellectual Property Rights among KPN Subdomain Participants other than
Subscribers and Relying Parties is governed by the applicable agreements among such KPN
Subdomain Participants. The following subsections of § 9.5 apply to the Intellectual Property Rights in
relation to Subscribers and Relying Parties.

9.5.1 Property Rights in Certificates and Revocation Information

CAs retain all Intellectual Property Rights in and to the Certificates and revocation information that
they issue. KPN and Customers grant permission to reproduce and distribute Certificates on a
nonexclusive royalty-free basis, provided that they are reproduced in full and that use of Certificates is
subject to the Relying Party Agreement referenced in the Certificate. KPN and Customers shall grant
permission to use revocation information to perform Relying Party functions subject to the applicable
CRL Usage Agreement, Relying Party Agreement, or any other applicable agreements.

9.5.2 Property Rights in the CPS

KPN Subdomain Participants acknowledge that KPN retains all Intellectual Property Rights in and to
this CPS.
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9.5.3 Property Rights in Names
A Certificate Applicant retains all rights it has (if any) in any trademark, service mark, or trade name
contained in any Certificate Application and distinguished name within any Certificate issued to such
Certificate Applicant.
9.5.4 Property Rights in Keys and Key Material
Key pairs corresponding to Certificates of CAs and end-user Subscribers are the property of the CAs
and end-user Subscribers that are the respective Subjects of these Certificates, subject to the rights
of enterprise Customers using Managed PKI Key Manager, regardless of the physical medium within
which they are stored and protected, and such persons retain all Intellectual Property Rights in and to
these key pairs.
Without limiting the generality of the foregoing, DPP’s root public keys and the root Certificates
containing them, including all PCA public keys and self-signed Certificates, are the property of
DigiCert. DigiCert licenses software and hardware manufacturers to reproduce such root Certificates
to place copies in trustworthy hardware devices or software.
Finally, Secret Shares of a CA’s private key are the property of the CA, and the CA retains all
Intellectual Property Right in and to such Secret Shares even though they cannot obtain physical
possession of the those shares or the CA from KPN.

9.6 Representations and Warranties
9.6.1 CA Representations and Warranties
See the General Conditions for this.
9.6.2 RA Representations and Warranties
See the General Conditions for this.
9.6.3 Subscriber Representations and Warranties
See the General Conditions for this.
9.6.4 Relying Party Representations and Warranties
See the General Conditions for this.

9.6.5 Representations and Warranties of Other Participants

No stipulation

9.7 Disclaimers of Warranties

See the General Conditions for this.
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9.8 Limitations of Liability

See the General Conditions for this.

9.9 Indemnities
9.9.1 Indemnification by Subscribers
See the General Conditions for this.
9.9.2 Indemnification by Relying Parties

See the General Conditions for this.

9.10 Term and Termination
9.10.1 Term

The CPS becomes effective upon publication in the KPN repository. Amendments to this CPS
become effective upon publication in the KPN repository.

9.10.2 Termination
This CPS as amended from time to time shall remain in force until it is replaced by a new version.
9.10.3 Effect of Termination and Survival

Upon termination of this CPS, KPN Subdomain participants are nevertheless bound by its terms for all
certificates issued for the remainder of the validity periods of such certificates.

9.1 Individual Notices and Communications with Participants

Unless otherwise specified by agreement between the parties, KPN Subdomain participants shall use
commercially reasonable methods to communicate with each other, taking into account the criticality
and subject matter of the communication.

KPN s uses several methods to communicate with those concerned. One way is when the Validation
department employees that process Certificate applications talk to clients in person or by telephone.
This department can be reached by telephone at +31[0]55 577 8395

The aforementioned documents and much other information is available in the Electronic Repository.
It is also always possible to ask questions or discuss other matters, see § 1.5.2.

KPN will notify DigiCert to inform Mozilla if:

1. Ownership or control of the CA certificates changes;

2. An organization other than the CA obtains control of an unconstrained intermediate certificate (as
defined in section 5.3.2 of the Mozilla Root Store policy) that directly or transitively chains to KPN'’s
included certificate(s);

3. Ownership or control of KPN’s operations changes; or
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4. There is a material change in KPN'’s operations (e.g., when the cryptographic hardware related to a
certificate in Mozilla's root store is consequently moved from one secure location to another).

9.12 Amendments
9.12.1 Procedure for Amendment

KPN has the right to modify or make additions to this CPS. The functioning of the valid CPS is
evaluated at least once a year by the KPN PMA. Clients and Relying Parties may submit remarks on
CPS content to the KPN PMA, see § 1.5.2. Should changes to the CPS be necessary based on these
remarks, the PMA will make the necessary changes in accordance with the change management
process that has been set up for this purpose.

Modifications to the CPS are determined by the KPN PMA. Editorial changes or correction of apparent
writing or spelling errors can go into effect without prior notification and can be recognized through a
change in the version number by 0.1 (e.g. 1.1 becomes 1.2). In the case of major modifications, a new
version of the CPS is produced and the version number is increased by 1 (e.g. 1.0 becomes 2.0)

Amended versions or updates shall be linked to the Practices Updates and Notices section of the
KPN Repository located at: https://certificaat.kpn.com/repository.

9.12.2 Notification Mechanism and Period

KPN and the PMA reserve the right to amend the CPS without notification for amendments that are
not material, including, without limitation: corrections of typographical errors, changes to URLs, and
changes to contact information. The PMA'’s decision to designate amendments as material or non-
material shall be within the PMA'’s sole discretion.

In case of material amendments, proposed amendments to the CPS shall appear in the Practices
Updates and Notices section of the KPN Repository, which is located at:
https://certificaat.kpn.com/repository/, fifteen (15) days before the intended publish date (see §
9.12.2.1). The PMA solicits proposed amendments to the CPS from other KPN Subdomain
participants. If the PMA considers such an amendment desirable and proposes to implement the
amendment, the PMA shall provide notice of such amendment in accordance with this section.

Notwithstanding anything in the CPS to the contrary, if the PMA believes that material amendments to
the CPS are necessary immediately to stop or prevent a breach of the security of the DPP or any
portion of it, KPN and the PMA shall be entitled to make such amendments by publication in the KPN
Repository. Such amendments will be effective immediately upon publication.

9.12.2.1 Comment Period

Except as otherwise stated, the comment period for any material amendments to the CPS shall be
fifteen (15) days, starting on the date on which the amendments are posted on the KPN Repository.
Any KPN Subdomain participant shall be entitled to file comments with the PMA up until the end of the
comment period.

9.12.2.2 Mechanism to Handle Comments

The PMA shall consider any comments on the proposed amendments. The PMA shall either (a) allow
the proposed amendments to become effective without amendment, (b) amend the proposed
amendments and republish them as a new amendment when required, or (c) withdraw the proposed
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amendments. The PMA is entitled to withdraw proposed amendments by providing notice in the
Practices Updates and Notices section of the KPN Repository. Unless proposed amendments are
amended or withdrawn, they shall become effective upon the expiration of the comment period.
9.12.3 Circumstances under Which OID Must be Changed

No stipulation.

9.13 Dispute Resolution Provisions
KPN has a complaints procedure in place. Complaints can be directed to the director of KPN.
9.13.1 Disputes among KPN and Customers

Disputes among KPN Subdomain participants shall be resolved pursuant to provisions in the
applicable agreements among the parties.

9.13.2 Disputes with End-User Subscribers or Relying Parties

Disputes between KPN and one of its end-user Subscribers or Relying Parties shall be resolved
pursuant to provisions in the Subscriber Agreement and the Relying Party Agreement.

9.14 Governing Law

Subject to any limits appearing in applicable law, the Dutch Law governs the enforceability,
construction, interpretation, and validity of this CPS, irrespective of contract or other choice of law
provisions and without the requirement to establish a commercial nexus in The Netherlands. This
choice of law is made to ensure uniform procedures and interpretation for all KPN Subdomain
Participants, no matter where they are located.

This governing law provision applies only to this CPS. Agreements incorporating the CPS by
reference may have their own governing law provisions, provided that this § 9.14 governs the
enforceability, construction, interpretation, and validity of the terms of the CPS separate and apart
from the remaining provisions of any such agreements, subject to any limitations appearing in
applicable law.

This CPS is subject to Dutch Law.

9.15 Compliance with Applicable Law

In general KPN and its DPP-participants within the KPN -Subdomain comply with Dutch Law.

9.16 Miscellaneous Provisions
9.16.1 Entire Agreement

Not applicable.
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9.16.2 Assignment
Not applicable.
9.16.3  Severability

In the event that a clause or provision of this CPS is held to be unenforceable by a court of law or
other tribunal having authority, the remainder of the CPS shall remain valid.

9.16.4 Enforcement (Attorney’s Fees and Waiver of Rights)

Not applicable.

9.16.5 Force Majeure

To the extent permitted by applicable law, Subscriber Agreements and Relying Party Agreements
shall include a force majeure clause protecting KPN.

9.17 Other Provisions

Not applicable.
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Annex 1 CA model

Symantec Class 2 Public Primary
Certification Authority - G6
s/n: 64:82:9e:fc:37:1e:74:5d:fc:97:ff:97:c8:b1:ff:41
Valid till: 1 dec 2037

]
| |
KPN Class 2 Managed PKI
Individual Subscriber CA 2016

s/n: 2c:e3:34:45:57:51:5f:af:2e:91:94:fb:33:87:90:a9
Valid till: Mar 31, 2023

KPN Class 2 CA
s/n: 6b:d6:d2:79:d9:df:d8:12:69:c4:10:19:be:8a:8d:82
Valid till: Feb 10, 2026

ABN AMRO CA - G2
s/n: 41:1a:8f:24:6f:94:99:c1:b5:a4:f3:5a:ed:3e:a3:11
SHA-256: B91AF4B7FFC8DB43530421203072
4BECB2F23686552149FD671339C9528A65F9
Valid till: May 21, 2024

ABN AMRO CA - G2 Root CA

s/n: 13DFD759C63ADEEOC0O776BCA9193B844

SHA-256: 4CD77909EC1CF5B0O3DFE1EF6310F2

98689EF18C7EF678D5C207767331938BA9%A
Valid till: May 21, 2024

Intermediate CA

Issuing CA

ABN AMRO Test CA - G2
s/n: 2d:12:01:30:0a:83:fa:74:e8:¢c8:71:76:6b:ed:45:3b
SHA-256: 52D90CEF761E2458A8B51638EFOA
0513584EBA986E740C573AD2A73882818EE9
Valid till: May 21, 2024

ABN AMRO Test CA - G2
s/n: 32056153A6AC2A54C42F24BE1AACFB81
SHA-256: 783425C5FF58BF45F267C5B68193E
38138229B4135A943818AA34A187C6CE6SF
Valid till: May 21, 2024

Shell Information Technology International
CA-G3
s/n: 57:b6:€0:b9:1c:ed:71:d2:6¢:33:89:d2:33:6f:15:66
SHA-256: 91603DADB54CBCDEDD43805EA7A
272EB31DF8444775064A01821C2B650890DCE
Valid till: Feb 10, 2021
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Name constraints

ABN AMRO CA - G2

Not constrained. Opted for WebTrust audit.

Shell Information Technology International CA - G3

Technically contrained, screenshot naming document:

extKeyUsage {id-ce 37} X FALSE |n/a
clientAuthentication X 1.3.6.1.5.5.7.3.2
emailProtection* X 1.3.6.1.5.5.7.3.4
nameConstraints {id-ce 30} X n/a
PermittedSubtrees n/a
[1]Subtree rfc822 = shell.com
[2]Subtree rfc822 = .shell.com
[3]Subtree rfc822 = Ingcanada.ca
[4]Subtree rfc822 = bruneilng.com
[5]Subtree rfc822 = sakhalinenergy.ru
[6]Subtree fc822 = salympetroleum.ru
[7]Subtree fc822 = cri-criterion.com
[8]Subtree rfc822 = basrahgas.com
[10)Subtree directoryName = C=NL, 0=Shell Information Technology|
International B.V.
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Annex 2 Acronyms

Acronym Definition

CA Certification Authority

CP Certificate Policy

CPS Certification Practice Statement

CRL Certificates Revocation List

CSP Certification Service Provider

DPP DigiCert Public PKI

EESSI European Electronic Signature Standardization Initiative
ETSI European Telecommunication Standardization Institute
FIPS Federal Information Processing Standards

GDPR General Data Protection Regulation

HSM Hardware Security Module

LRA Local Registration Authority

OCSP Online Certificate Status Protocol

oID Object Identifier

OPTA Independent Post and Telecommunication Authority
PIN Personal Identification Number

PKI Public Key Infrastructure

PMA Policy Management Authority

PUK Personal Unlock Code (“Persoonlijk Unlock Kengetal”)
RA Registration Authority

SSCD Secure Signature Creation Device

SuUD Secure User Device

WJI Law on Judicial Information (“Wet Justiti€le Informatie”)
WID Law on Identification Obligation(“Wet op de Identificatieplicht”)

©KPN B.V.
Certification Practice
Statement
March 31, 2020
61/66



@' kKpn

Annex 3 Definitions

Definitions
Term Definition
[ Administrator A Trusted Person within the organization of a Processing Center, Service Center, Managed
1 Customer, or Gateway Customer that performs vakdation and other CA or RA
ons
Administrator Certificate Certificate issued to an Administrator that may only be used to perform CA or RA
clions
Affiliate leading trusted third party, for exampie in the technology. telecommunications, of fmanciall

rvices industry, that has entered into an agreement with VenSign to be a VTN distnbution
services channel within a specific termtory,

Affiliate Audit Program VeriSign document containing requirements for the Complsance Audits of Affiliates,
Guide ing Certificate Management Control Objectives against which Affisates will be audited
[Affiliate Practices Legal A VenSign document setting forth requirements for Affiliate CPSs, agreements, validation
[Requirements Guidebook [procedures, and privacy policies, as well as other requirements that Affliates must meel
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Term Definition
|Affiliated Individual LA natural person that 1s related 1o a Managed PKI Customer, Managed PKI Lite Customer,
lor Gatoway Customer entity (1) as an officer, director, employee, partnor, contractor, intem,
Of Other person within the entity, (i) as & member of a VeriSign registered community of
arast, of (i) as a person maintaning a relationship with the entty where the entity has
iNess or other records providing appropnate assurances of the wdentity of such person
lApplicant The Private Organization or Government Entity thot applhes for (or seeks renewal of) an EV
[Cartficate naming it as the Subject
|Applicant Representative [An individual person employed by the Appicant for an EV cernficate: (1) who signs and
[submits, or approves an EV Certificate Request on behalf of an Applscant, and/or (k) who
[sians and submits a Subscriber Agreement on behall of an Applicant
lApplication Software A developer of Intermet browser software or other software that displays or uses certificales
Vendor lond distnbutes root certificates, such as KDE, Microsoft Corporation, Mozilla Corporation,
|Opora Software ASA. and Red Hat, Inc
lAutomated Administration |A procedure whereby Certificole Applications are approved automatically if enroliment
Information matches information contamed in & database
lAutomarted Administration F@mro provided by VenSign that performs Automated Administration
Software Module
Certificate LA messoage that, at leas!, stales a name or klentifios the CA_ dentifies the Subscnber,
lcontains the Subscnber's public key, identifies the Certificote’s Operational Penod, contams
o Ceqtificate senal number. and s digitally signed by the CA
Certificate Applicant AN iIndividual or organization that requests the issuance of a Certficate by a CA
Certificate Application A request from a Certificate Applicant (or authonzed agent of the Certificate Applican) to a
ICA for the issuance of a Centificate.
Certificate Approver [[defined n Section 10)
Certificate Chain AN ordered ist of Certificates contaning an end-user Subscnber Cenificate and CA
[Cortficates, which terminates n a root Certificote
Certificate Management ICritena that an entity must meet in order 10 satisty a Compliance Audit
Control Objectives
Certificate Policies (CP) his document, which is entitied “VeriSign Trust Network Certificate Policies”™ and is the
[principal statement of policy goveming the VTN
Certificate Requester:
gﬂm in Section 10,
Certificate Revocation List |A penodically (or exigently) issued list, digitally signed by a CA_ of identfied Cerificates that
(CRL) ¢ been revoked prior 10 thes expiration dates n accordonce with CP § 3 4. The list
[generally indicates the CRL 1ssuer’s name, the date of issue, the date of the next scheduled
ICRL issue, the revoked Certificates’ senal numbers, and the specific tmes and reasons for
revocation
Certificate Si RequestlA mossnge conveying a request to have a Certificate ssued
Certification Authority (CA) |An entity authonzed 10 issue, Manage, revoke, and renew Certificates in the VTN
Certification Practice A statement of the practices that VenSign or an Affiliate employs in approving of repecting
Statement (CPS) [Cortificate Applications and 1Ssuing, Managing, and revoking Certificates, and requires its
[Managed PKI Customers and Gateway Customers 10 empioy
Challenge Phrase A secret plvase chosen by a Certificate Applicant dunng enroliment for a Certficate. When
rssued a Centificate, the Certifi Applicont becomes a Subscnber and a CA or RA can
use the Challenge Phrase to authenticate the Subscriber when the Subscrber seoeks to
rovoke of renew the Subscniber's Certificato
Class A specified level of wos 05 defined within the CP. See CP § 1.1.1
Client Service Center A Service Center that is an Affiliate providing client Certficotles edher in the Consumer or
JEnterprise kne of business
Compliance Audit A penodic audit that a Processing Center, Service Center, Managed PKI Customer, or
iGateway Customer undergoes to d e its confc wce with VTN Standards thot apply
o it
Compromise A viclation (of suspected violabon) of a security policy, in which an unauthorized disclosure
lof, or 1055 of control over, sensitive information may have occurred. With respect to prvate
kays, o Compromise is a loss, theft. disclosure, modification, unauthonzed use, or other
lcompromise of the security of such private key
Confidential/Private Information required 1o be kept confidential and private pursuant to CP §2 8.1
{Information
Contract Signer: [defined
in Section 10]
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Definition

ICRL Usage Agreement

AN agraement setting forth the terms and cononToos under which a CRL or the mforrmaton
in it con be used

ICustomer AN organizabon that is ether o Managed PKI Customer, Gateway Customers, or ASE
Customer
|Demand Deposit Account A deposit account held ot o bank or other Bnancial mstitution, the funds deposited n whach

re payable on demand  The primary purpose of demand accounts is 1o facilitse cashless

yments by means of check, bank draft, direct debat, electronic funds transfor, elc Usage
ones among countries, but a demand deposit account 15 commonly known os. o checking
ccount. a shiwe draft account, a curmant account. of & chacking account

:nm, as in Enterprise

e Center

A Iine of business that an Affikate enters to provide Managed PKI sarvices 10 Managed PKI
Customers

|Enterprise EV Certificate:

hard and higher doman levels that contamn the domaan that have been venfied by VenSign

AN EV Certificate that an Managed PKI for SSL Customer authonzes VenSgn 10 issue ot

|Enterprise RA

Jaccordance with the requirements of these Guidalines

A Managed PKI for SSL customer that can request multipée valid EV Cerntificates for
Domamns and Organizatons venfied by VenSign for domains at third and domaon
fovels that contam a doman that was vernfied by Vensign in the ongmnal EV Cernficate,

|Enterprise Roaming Server

A server ressding ot the site of a Managed PKI Customer used in conpunction with the
VenSign Roaming Sernace 10 hold Roaming Subscribers’ encrypted pavale keys and
5 of symmetnc keys used 1o encrypt and decrypt Roaming Subscnboers’ privote keys

IBV Certificate:

A digital certificate thatl contams information specified in the EV Guidelines and that hos
peoen vohidated n accordance with the Gusdelines.

|ev oio

[heid of an EV certificate that. (1) mdicates which CA policy statement relates 10 that

AN ientfying number, called an "object identfier.” that s included in the certificatePolicies

cortificate, and which, (i) by pre-agreement with one or more Applicabon Software Vendor,
morks the certificate as being an EV Certificote

|Exigent Auditinvestigation

Fadure 1o meet VTN Standards, an incident or Compromise relating to the entity, or an

AN audit Of INVeSHgation Dy VenSign whers VenSign has reason 10 bebeve that an enily's

ctual or potential threat 1o the security of the VTN posed by the entity has occurred

wa Validation

Sod Vohdab

Vahdation Procedures defined by the Guidel for Ext y Carntificates
published by a forum consistng of major certfication authornties and browser vendors

rnmneml Property Rights

Jand any other intellectual property rights

FRUGHES under one of More of the ollowIng. any copyright, patent, irade secrel. rademaork,

te Certification
uthority (Intermediate CA)

A Certification Authority whose Certificote s located within a Certificate Chamn betweon the
ICortificote of the rool CA and the Certificate of the Certfication Authority that issued the
ond-usar Subscnber's Cortficote

"y

A whereby a CA's or RA's key pair is generated, its private key s transferred into

ll(oy Generation Cer

2l ;lyplogmphnc module. its private key 5 backed up. and'or its public key is cartfied

Il(oy Manager Administrator|

AN Admanistrator that performs key generation and recovery functions for o Managed PKI
ICustomer using Managed PKI Key Manager

r(oy Recovery Block (KRB) A data structure containing a Subscnber's private key that s encrypted using an encryption
oy KRBs are generated using Managed PKI Key Manager software.
ey Recovery Service A VanSign seqvice that provides ancryption keys needed 1o recover a Key Recovery Block
as part of a Managed PKI Customer's use of Managed PKI Key Manager 1o recover a

[Subscniber's private key

|Managed PKI

VenSign's fully integrated managed PKI service that allows enterprse Customers of
[VensSign and its Affilates to distribute Cerificates 1o indwiduals. such as employees,
rtners, suppliers, and cust s, 05 woll a3 devices, such as sorvers, routers, and
ewolts. Managed PKI permas enarnpses 10 Securs messaging. intranet_ extranet, virtual
private network, and e-commerce appications.

Iﬂcm“ PKI Administrator|

AN Admanistrator that perdorms validation of other A funclions 1of on Manoged PRI
ICustomer

naged PKI Control A web-based interface that permits Managed PKI Administrators 1o pedform Manuol
Center Authentication of Certdicate Apphcations
Iﬂamcd PKI Key Manager |A xey recovery solution for those Managed PKI Customers choosing 1o implement key
rocovery under o special Managed PKI Agreement
anaged PKI Key A document setting forth the operational requirements and practices for Managed PKI
nagement Service ICustomors usang Managed PKI Key Manager
dministrator’s Guide
[M' I Authenticatk A procedure whoreby Certificate Applications are re d and app d manually onoe-by-
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Term | Definition
bm Dy an Adminsiraton using & web-based interface
|NetSure Protection Plan AN extended warranty program, which is descnbed mCP § 11223
Nonverified Subscriber Enformation submited by a Certificate Applicant to a CA or RA, and included within a
formation ICortificate, that has not been confirmed by the CA or RA and for which the applicable CA
Nd RA provide No asswuances other than that the information was submitted by the
ertficate Applicant
INon-repudiation otinbute of a communicabion that provides protection against a party 1o a communicabon
Isely denying its ongin, denying that it was submitted, or denying its delivery. Denial of
g Includes the densd that a communication onginated from the S6me Source 6s o
uence of ONe OF MOre Prot Messages, even If the entity associated with the sender is
nknown. Nole. only an adjuadication by a court, arbitration panel, or other tnbunal can
tmately prevent repudiation. For example. a digital signature verified with reference 1o a
TN Certfficate may provide proof in support of a determination of Non-repudiation by a
bunal, but does not by itsell constitule Non-repudiation
Offline CA VanSwgn PCAsS, Issuing Rootl CAs and other dessgnated mermediate CAS that are
maintained offline for secunty reasons in order to protect them from possible attacks by
Intruders by way of the network. These CAsS do not directly sign end user Subscniber
Corficates

Online CA ICAS that sign end user Subscriber Cerifiicales are maintaned online so as 1o provide
continuous SIONING SOIVices

Online Certificate Status A protocol for provsding Relying Parties with real-time Certificate status information

Protocol (OCSP)

Operational Period [The perod starung with the date and time a Certficate is issued (of on o later dote and tme
cortan o stated in the Certificate) and ending with the date and time on which the Cerntificate!
oxpires of is earlieor revoked.

PKCS #10 ublic-Key Cryptography Standard #10_ developed by RSA Security Inc . which defines o

tructure for a Certificate Signing Requaest

PKCS 212 -Key Cryptography Standard 212, developed by RSA Secunty Inc. . which defines o

@ means for the transfer of privale keys
[Policy Management OIQANIZABoN within VensSign responsible for promulgating this policy throughout the
Authority (PMA) VTN
Certification A CA that acts a5 a root CA for o specific Class of Centificates, and 1ssues Certificotes to
[ Authority (PCA) CAS subordinate to it
Processing Center AN organzation (VenSgn or ceram Affliates) that creates o secure facility housing, among

other things, the cryptographsc modules used for the issuance of Cedtificates. n the
iConsumer and Web Site ines of business, Processing Conters act as CAs within the VTN
nd perform ol Certificate Mecycle services of ISsuing, managmg, revokng, and renewing
ICartficates In the Enterprnse ne of business, Processing Centers provide lifecycle

0% on behalf of their Managed PKI Customers or the Managed PKI Customers of the
Eowm Centers subordmate to them

[Public Key Infrastructure Em architecture, organzation, techniques, practices, and procedures that collectively

(PKI) the tation and operation of a Certdicate-based public key cryptographec
hystom. The VTN PKI consists of systems that collaborate to provide and implement the
VTN,

Registration Authority (RA) JAn entity approved by a CA to assist Cernificate Applicants m 2pplyng for cmmcoles and
RO approve or reject Certificate Applications, revoke Cortifs , Or Cortd

[Regulated Financilal A financial institution that is regulated, supervised, and examined by govermmental,

|Institution national, state or provincial, of local authomties having regulatony authority overs such

Fmancial mstitution based on the governmental, national, state or provincial, or local laws
under which such financial INStitubion was orgonized and/or lIcensed.

m Party An individual or organization thot acts in relilance on a ceortificate and/or o digital signature

Relying Party Agreement |An agreement used by a CA setting forth the terms and conditions under which an
bndividual or organzation acts as 8 Relying Party

IRetail Certificate A Certificate issuad by VeriSign or an Affilkate, acting as CA, 1o individuals or organizations
opplying one by one 10 VensSign or an Affdiate on its web site
IRoaming Subscriber A Subscnber using the VeriSign Roaming Service whose privale key s encrypled and

ecrypted with a symmeltnc key that is split between the VensSign Roaming Server and an
Enterpase Roaming Server

RSA A public key cryplographic system invented by Rivest, Shamir, and Adelman
SA Secure Server [rhe Certification Authority that issues Secure Server IDs
Certification Authority

RSA Secure Server CA)

©KPN B.V.
Certification Practice
Statement
March 31, 2020
65/66



kKpn
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IRSA Secure Server [The PKI hiecarchy comprised of the RSA Secure Server Certification Authority
(Hierarchy
ecret Share A portion of a CA private key or a portion of the activation dota needed to operate a CA
provate key under 6 Secrel SHinnng srrangement
ecret Sharing [The practice of spltting a CA private key or the activation dota to operate a CA prwvate key
In order to enforce multi-person control over CA p te kay op under CP §622
ISocun Server ID A Class 3 orgonizetional Cerficate used 10 Support SSL Sessi0ns betwean web Drowsers
nd web servers
|Secure Sockets Layer he ndustry-standard method for protecting Web communicatons developed by Nelscape
(SSL) =0 ns Corporal The SSL securnty protocol provides data encryplion, server
uthentication, message integnty, and optional chient authentication for a Transmissson
IControl Protocol intermet Protocol connacton
|Security and Audit A VenSagn document that sets forth the security and audit requeements and praclices for
[Requirements Gulde FProcessing Centers and Service Conters
[ Security and Practices A review of an Affiste performed by VeriSign before an AMiate s parmitted 10 bacome
[Review operational
|Service Center AN Affilsote thot does not house Certificate signng units for the issuance of Certificotes for
Fhe purpose of issuing Certficates of a specific Class of type, but rather reles on a
FProcessmng Conter 10 porform Issuance, management, revocation,. and renowal of such
Cartificates
ISubdomnln [The porton of the VTN under control of an entity and all antities subordinate 1o 4 within the
VTN hiorarchy
|Subject [The holder of a private key cormesponding to a public key The term “Subject” can, in the
case of an organizatonal Cartificate, refer to the aquipment or device that holds a private
oy, A Subjoct is assigned an L beguous name, which s bound to the public key
contained in the Subject's Cetificate
|Subscriber in the case of an indwidual Cortfficate, a person who 15 the Subject of, and has been i5sued,
Certificate. In the case of an organizetional Certificate, an organization that owns the
ent or device that is the Subject of, and that has been issued, a Certificate. A
ber 15 copable of using, and s authonzed to use. the private key thot cormesponds to
he public key listed in the Certificate
'Subccrlbor Agreement AN agreaement used by @ CA or RA setting 1orth the tems and condiions under which an
pncividual or organzation acts as o Subsonber
W, En AN antity above 8 certam entity within 8 VTN hierarchy (the Class 1.2 or 3 hierarchy)
upplemental Risk A raview of an antity by VenSign following i wiate o tonal indings i a
anagement Review Comphance Audit of the enbty or as part of the overall sk management process in the
GINAry course of Dusness
(Reseller entity marketing services on behalt of VerSign or an Affilate to specdic markets
Trusted Person employee, contractor, or consultant of an entity withun the VTN responsibie for managing
rastructural trustworthiness of the antity, its products, its services_ its facilities, and/or s
|= acticos os furthor defined in CP § 5.2 1
Trusted Position he posiions within & VTN entity that must be held by o Trusted Person
Trustworthy System OmMputer Nardy Ity . and pr dures that ae reasonably Secure from INtrusion
misuse, ptov-ao o roasonoblo level of availabiity, reliability, and correct opersbon, are
wasonably susted to performing thesr mlended functions, and enforce the apphcable security)
Yy A trustworthy system is not necessanty a “trusted system” as recognized in classdied
ormment nomonclature
VeriSign Joans, with respect 1o each portmont portion of this CPS, VenSign, Inc. and/or any wholty
ned VenSgn subsidiary responsible for the specific operations at issue.
VeriSign Digital A service offered to Managed PKI Customers that provides a digitally signed assertion (a
(Notarization Service Digital Receipt) that a particutar document of sel of data existed ol 8 parbicular pomt in time.
VeriSign Repoasitory VeriSign's dotabase of Certificates and othes relevant VeriSign Trust Network informaton
jocossible on-line
VeriSign Roaming Server A sorver rosiding at VenSign's Processing Center used in conjunction with the Vensign
0aming Sernvice to hold portions of symmetric keys used 10 ancrypt and decrypt Roaming
ubscrnbers' privale keys
VeriSign Roaming Service |[The service offerad by VenSwgn that enables a Subscnber 10 download his or her private
oy and perform pavate key operations on different chent termanals
VeriSign Trust Network [The Cerntificate-based Public Key Infrastructure govemed by the VenSgn Trust Network
(VTN) Cortificate Policies, which bies the worldwide deployment and use of Certficates by
[VernSign and its Affiiates, ond thair respective Customerns, Subscnbers, and Relying
FParties
IV_‘I‘M Participant AN individual or organzation that s one or more of the folowing withun the VTN, VenSign,
Term | Definition
n Affiliate, a Customer, a Universal Service Center, a Reseller, a Subscriber, or a Relying
Party.
VTN Standards he business, legal, and technical requirements for issuing, managing, revoking, renewing,
nd using Certificates within the VTN.

©KPN B.V.
Certification Practice
Statement
March 31, 2020
66/66



